


legdl’ L 60 Gloujflento

Bevmins CxAw Hnflevsal FalBFass mbdwisgausbdHar (NCEASL)
MinorMatters wfleflesr (pwiBduiermed mydF 2020 Lygfléaiiu L g

Bg o el
Bevmiensd MSH U BTHHT UefFHlg HI LD
http://www.lk.undp.org/

®6Gaueilut wener Creative Commons Attribution-ShareAlike 3.0 IGO (CC-BY-SA 3.0 IGO) aniiogiiig &y gt
b SGUBBSGS FHmpaei i Gereng. (http://creativecommons.org/licenses/by-sa/3.0/igo/)

&HMGH LOBMILD  6UIQGUENLOLIL:

BaterolTflwum et JOmagered (LengGeul’) 60O L
CpTenevBudl: +94 777 466346

LOleiTe0T(6hF60:  inzperia.creations@gmail.com
BenemilIdSHeID: Www.inzperia.com






&HMS LOBDILD UIQEUEMLOLIL]: LLT6LOT  LB&LDLOGHT &MV HILJewI]: S&SUTHT CaFmoTerddshs £Quly



9@ L 60 LITHISTLILY

SIBI(PpHLD

JCHaID WML 6D FTHAGHHeme BTEIGT ULGLGSHID CuTgl eImiS6ng
GBOURISET  FTJHSH (PSHHUIDTERT  HBEUODHM6NT 2 GIHIMPSHECBTD. B
DSBLTAIDTET LILHIS6T oBmId allgBuitéssemenud OsTemig(hbdd  dn(bLb.
STRIGOTSH HTA|H6IT LOBBILD FTHTHH M6 LITHIBTED Couewiiguig (LpdaIUILDTEIS).
e160BeuT(HD BmeTHB @(H ELLOTEH UMEVSHSHEND SHTEILILGISTED HIHISHI
UTHISTIL GBSHSH BID Seuelld CFasHd Ceauewiguidl Dieudluid. eImIS6Ng
Beneotwl UTHISTUY CFHTLIUTS 61IGUTEHID el a1 SmHIuCaHT(H, Eenevorul
UTSHISTUL BB 1989l 1L 60 LTHISTLIL] 6166  (GWUILIDTET el UIMIS6IT606V.
LS SIFFBISHH0H6T  alGFLITE  DmamiSHHed GBLL SHngUISHTED  6ILDGI
199 L 60 SIWIDLILSH6T LTHISTUILTS 2 _6iTenediadT 61l j9dbhdblg LIFICFTH S 5H60
(P& SHUILDTG)LD.



LD&560T... 2{LDLOMT
QU TH ) (IH & B &5 60T,

<7 B
&

‘% >
=

QUHSIL_ GL_60T!
— |







S|LDLOMT?..?
©)60TEM 60TE & 6UIT GIT60TSD

G &FMEVEVEN VGBI,




6V6V GelerT
[BIT60T ung}gggml
Qs 2ABS |
O1&BL L gRIBITU.

Q)b 2_60T5 S
@) 606! 60TE> (&
[F6V6V LITL LD

3bS L6ty &L 19 65 (H6ev L (DD Fn(H)G6VITET 62(1H LIMSISTLIL]
QOGHSS.

2 6VGBL LI 6256071 BT 619607 6TETLISI 2_MIGH6T SH600TEHE &L6F O &F TV
567 GLEVEHHLOMETE S ITIH LIMSISTLIEN L 6ULDEIE S 6.

QINGSHIONS @& 2_HIG6T 2 6THemWpenal LSer(hD 2 MG LILGSS
2 MBIH6T QFTVCLAGHS Sl iILlILBLD @UsHW aImTfHens.

2 6VGL LI 62560719 B8 61Q.60T 460! 62(IH [H6V6V LIMSISTLIL| S{6mILOLIL].




GLOGILD, 6L EYI6UITEDT, @ 6v&ailey
LOMMEUTSETTE &HevoT(H L1958 (LGS
FSLOFQFMTMHmET CFI&HS Hlemeoralley

Q &ITETEH MBI 6.

@6UM 6TEOTEOT 6TE0T60T
Q&FWWenILN?

FenG 2615 & edleuymisserfley LIMgIss UL
SemOLIL& &6 LSS 2 1S Q&FUIgHe6.

SeofILILIL L 586U60856M6IT @)60)600T WIS & 68 S 6V
LS @GO QUTE 618 &fl&Hem & WL 6T QFWMLIH & S56.

2 _MIG6IT FMTSH60TMHIGHED6T SHeU6TLOMS, LIMSISTLILMM
auemeuLIGeTmISG T 60 BB v @) (H5 5 6.

emaUTen HOHILIL QLETQUITIHET LImel &6V,
SHEUMTLO LISILILNG S6v.

2 _MHIG6T FTH60THIGHEMN6T LIMSISTLILMHM
UMV S S ETHIS6T N (BHS 61608 @560




»

»

»

»

»

»

»

SBEBIS O\BTEIL  LITL_MISH6IT

AUIMOWITET FLF CFTBH6T 6IMIBENH HEWISHIH NI LTHISTHD
Sleudluid

Two-factor authentication (penpuiener o LICGWITHSHH60. Bl
aTearGeueled o Misend OHTenevBLd] BeVHHID D06V LO6GT60T6HEF 60
waaufl OHTLIUTE Jadlw Qevdsld Geudlsrsd Gl slL@BLD.

Apps saflelt - UTEHIBTIL  Semiolisemen update GQauig Gsmeitene.
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® BHBHMS SMVSGHD @H QILWIDTS DIMWOAISH  LOTSHSITLOGDEVTLOED
BB  DMAHMBUD  BHISET 2 BRGUIBG SMBHSH BT
LD6WT & FHWITEVRIBEHDHEG (LATLTUH DienewiHdHl all(HhISHeIT.

BGouemev GFUIEH OFmenigmedGHWD Geumenuled SigdHsly Fm vuiBdseried
FBUBEIS6T. BHhiseT LHGHWD GeauamenulBeor ojeveug Goueneoulled FHLIGLD
GouemeruiGeor FAplw euemswiTer 2 L 60 SenFalll LuiBdselled FHLBRISE.
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! Terrorist Attack in Sri Lanka
SAFETY CHECK

You appear to be in the area affected by
the terrorist attacks in Sri Lanka

Are you safe ?

[ I'm not in the area I
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» gipmail usly Geuewrmb

Bg saupTaig. ghaeicd BT uTald@Gh aumjbHmsl  LFGunsmiser
BBafEmensd  STWILGSHHS  SnBh. o mesmenubd  Lg&Fdlenennd @ el
HENENSGn (HLD.

» gmdH Shbsad (block it)
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uFlalBualismensd SHmL OFuiwe|.

» gmsenasuied (report it)
Fepsd BT L 60dBmen LpIeusHTd Oeumiill Cuss Sienwdmg.

» Smpsesev (call it out)
QM ugaeler cpeooms  BEGT  DCHTH  @HBI1  CuTeudledemevlulet
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O udaleng o 66N _G5HHHG 1HTTH GLaSH60.
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FOUTH eleiugl LITFFlenaideamen Fepd DITSFIUIed OTBMHIS6T 6&HT6em(He(HLD
CrTHEGLAT  SemgHwiTer  (PpenBulled  DIEIGHHEOTEGLD.  IFHTUMTHSLILIL L
LMHBBLOTEIG Fepd, CapdFlw olevevg FJaCsHs FHULTEIHTE DIENLOUIGOTLD.

I L6 FOUTH SleLevEH Bevewiwl  FHUTH  6laiLGH  Een6ewTuls ) ene
allflliyewiTeyd OFWe(LPenBHSTHL LWGTLBSHSHINSHTELD.
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CeuBpslayomer  @emeotwl  QFwBuTLLTenJsenTed  UauBprule  dev
SHHCITUTWRISET Flev SDeUHLOTH.

OISR CLPEVLOTET LOGDIEH6IT:

FHlwmer L&D UDPBISLILLLTD @& b Guflw smealwn@d. ev 1oanIdhH6
Uy & 60018 HTEITIT6L BT IO (UL L 6DaUUITG)Lb. Beumenns
SITFTRISSH OG0T 9060k Ul sbuelBeMTGT evGHaTs o HTd el
LUGSS (PIQUITSI.

Hashtags:
o dmbhs hashtag eueig Twitter, Instagram, Facebook, Reddit o@mib

Youtube ®60 ésenmed Fflwimen GFUIglemuwill GuBBIs OeTeTenabd LSTLIUGLD
HHaledemen OleuaiBam Hemevlilsellet S CUBBISCSTeTENAILD 2 HeyLb.
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Bemeoiul  FHIGTLBIGHBH0HONILGH 19 L 60  FTHOMIBMETL  LTLIBHSHS)
QRHOUMT HIGILBISHSH60 DI606VHI HANTCWLTHID CFUIHD 6IaGLMSHH HBIHGLD.
SHMLOWITET HIOTLBISHHEO OFUILD LIPSHSHIDNSEHIBET aIHHEH BN LFHlall 60,
DIFFBHBH60, DIVVGH  RMHAUMHMLW  HONIULL  HBHEUOHMET  DIUTH6NH
FHOGH  BmenlsHHed LSHalBhese0 elaiLaBenB 2 6Tl s@L.  FlevJ
gowl, Gwmp, oevevdl  UTeObHlemeoulles DIgLILIENL UNed HIOTLMBISHH60DHEHDH S
2 _GM6NMBSH Tn(hlD.

BemewIll  HIGTLBISHHEVHENTE0 BHHIGET LTHSSIUL L eugTuller, bHhigeT Gguiuld
FnlgULIGUT:

» QuUflwesEpESGHS CHFHWILGHH0 (2 _MmseEhHmLuwl FFWLT DLV
QuBGMTI).

» BEG6T 18 augidGHd GmBhHeugruler CHHw Fmpeu] UTHISTLL DIH ST
FOUSEG DINHenHUIL 6V.

» BRseT 18 euwgisbg CuBulLeugruiler Qumeled @GBmaluled allgmyenewil
flellet Seneoiuid @GBBRISEHSG GurmiiuTe Uflallb Sipfidamaul 60

» SriLanka ComputerEmergencyand Readiness Team @m5@ oimdmauilL ev.
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» BRIS6T aUBLBISSUILL LT, DiHemer Screenshot eaBsHss GsmeTenaid.
B (PSHWIDTET LHTTLD.

» BLbS Fbuaud uppiul ugleleners Guemred. GEFTELELLILIL L BB SHe)
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SIMLWITENSH  SHHLLTOH DeeILSHSHID, FTHTTewT UTPaIID &L 1beLMm
WPQUD.  DIH  RHAUHDLU HBEULDHMENT  DlUTHeNH  FLOOSHLO 6T
CrafHal SBBF CFWIOHETHE S LWeTLI(B &HSHIeUen H SN SHBBG.
o FHMrenlond CoubmmheuTs SL I ML FH6NH SHBH6U6DHENET  LILIGTLHSHSHEWILD
SHITDIML WIFH6060TSH LOBBeUTHMSH LieniHend GFevaudiing GuUTeaimeneuuim@Lb.

Sl wmend HHLB ueLBaum aufisefled LD GuUBeLTD, DIHED @H UL
phishing. @b e»pwWTeEIgH  GBBLOIMWLILIMTHENT60 @  FLLLLTEILDT60
B BIGIGTIOTSS HHIGM6N (LPETeaILILISEGT LPeULD ((H GUMIS OIS @(H SHLDLIG
GuTaTmI) Q(H DYETENEVET HEWIHGHTTN] CJLOTMMILD BLAIQHMS YGLD. B
L&dTeTehge0 D06V GHBIeh GFUIgHenwilt LWSTUGSHHF CFuIILGCHTH B
Blew60 OBHTLTUTERT HBHOULHMET 2 GIHINIDSGDLY CHL LIHaIUITs SHenLOU|LD.
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SOOI OCSBTERIL.  LITL MISHEIT

Phishing @B@ edymer feo o Lmuwimise

»

»

»

»

»

»

»

SONIUL L 6umid] alUJmISem6N 2 6T BHIewps@GHWLY CHl @b FH8H® &35 W
Bementul  Aenenrlildbaemen  (URL)  oiemi@bGurgl  seueions  Smebs
Bouemt(HLD.

FH8HBHHIHG W  LflioTBBEISmend HewIGLIQLILSBE mIES  alUJHISHET
LBEID Sl ewL alufmisemen 6IICUTHID i6UHTeESH60.

LIeTLIFILOTBBRISEHSHEG LTHISTLILTET  aUeNeVSHSHMHIGHM6NL  LILIGTLIHSHIHIH60.
QUIT(HL_Bem6r OB T6ITaI6T6] GFUIUL HL 6T DL AILITHISM6N 2 6ITHIGNLPLILISHTU 60T,
alemeudhHer clpemevuiled (browser's status bar) yliger (lock) oemLwimenid
srenrllL  Geuswi(Bld. SjeueuTml  Sevevmaligent o _mIGenHl  LTHBIGN6NT
o _GHIenPSHS GeeusrLTLD.

UsWOUBB  HDEUMTRISET DISHTAIH RIS  DIV6VH  LIGOSHMN6VHBHLDSHLD
GurepeuBMledl(HheH Hellul' L alugmisamend GHm(pHd LO6GT6EhE60HEHHS)
LFleveNlEsCour Sie0evg BemeniliLboamen H(PHHCuT CouewiLmb. GBHS
QURIS OIVEVGHI LIGVSHMEVEDHPEHMBH 0HTmeuBLFUND CBHTLTL Osment (B
ol1gl CFTLuTs Gl saLD.

QuTal OPflaL6T GFWBLLaD: "2 BIEHeTH HL 6L ML H6NEH HBHAIGODHM6N
® GIHIMIPAISHET (L6VlD BIFFWIOTS UTfleEshE (Paris) @eveusd SmmIliLiuleud
GoBO®TeTEpmIGeT GUTEBena QUITUIWLITET @(F GTFIQUITEGLD.

Qurgl wi-fi @emenr UTaNGHGHWDOUTH  HMlLLL  HHaIOHMET  SHGILILI
GouewrLmib. Cumgl Wi-fi gLe1g UTSHISTLIL GHMMBHSHHID B60GHTH Beneamniuis
HTHEBHHIBGLLILS FalgUIBHIDTGLD.

Norton Anti-Virus Gurneiip  slbueiseilellhbdl  auheusTs  Geueliin®GHaIb
LOGITEdIEhF6D (LPEULOTS GJHTaUS eeiilensdl HIalmaésb (download) Gauiuwig
Cxl el oig OsTLjurs o Fflu sbuaiomwd Csl seaLb.
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