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b[pl;ly; ghJfhg;gpid 
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tiyj;jsk; vdg;gLtJ cyfpy; fhzg;gLk; fzdpfis xd;wpizj;J jfty; 

gupkhw;wq;fSf;fhf cUthf;fg;gl;l ,yj;jpudpay; tiyg;gpd;dy; MFk;.

,e;j ep[ cyfpd; xj;j jd;ikapd; gad;ghl;bw;fhf ,izajskhdJ xU rhjhuz jghy; 

Nritiag; Nghd;W gad;gLj;jg;gLfpwJ MdhYk; ,it kpf Ntfkhdit. jghy; Nritiag; 

Nghd;Nw jghYiw xd;wpw;Fk; fbjj;ij itj;J jq;fsJ jfty;fis xUtu; kw;nwhUtUf;F mDg;gp 

itf;fpwhu;. ,izajskhdJ fzdpfs; rpwpanjhU nghjpfs; Nghd;wnjhU mikg;Gf;Fs; b[pl;ly; jfty;fid 

mDg;gp nra;jp gupkhw;wj;ij Nkw;nfhs;s cjTfpwJ.

G+Nfhs tiyaikg;Gld; gpy;ypad; fzf;fhd rhjdq;fs; xd;wpizf;fg;gl;Ls;sd. mitfshtd Nkk;gLj;jg;gl;l 

fzdpfs;> jdpg;gl;l fzdpfs (desktops, laptops or tablets), ];khu;l; ifalf;f njhiyNgrpfs; kw;Wk; 

Mapuf;fzf;fhd jahupg;ghsu;fspdhy; jahupj;J re;ijapy; tplg;gl;l tpNrl rhjdq;fs; vd;gtw;iwf; Fwpg;gplyhk;. 

“nghJthd nkhop” xd;wpid gad;gLj;jpNa ,e;j rhjdq;fis ,af;fp juTfs; gupkhw;wk; nra;ag;gLfpd;wd. ,e;j 
nkhopahdJ gupkhw;wy; jLg;G newpKiw my;yJ ,izajs newpKiw (Transmission Control Protocol/Internet 
Protocol) vd;W miof;fg;gLk;. ,izajsj;jpy; ,izf;fg;gl;l xt;nthU rhjdq;fSk; gupkhw;wy; jLg;G newpKiw 

my;yJ ,izajs newpKiw xd;Wld; ,ize;J fhzg;gLk;. 

rhjhuzkhf ePq;fs; jghypy; fbjnkhd;iw mDg;Gk; NghJ mit jghyfj;jpdhNyNa ifahsg;gLfpwJ. ,it vt;thW 

Nrfupf;fg;gLfpwJ> vt;thW gpupf;fg;gLfpwJ> vt;thW mDg;gg;gLfpwJ kw;Wk; tpepNahfpf;fg;gLfpwJ Nghd;w tplaq;fs; 

gw;wp ePq;fs; ftiyg;glj; Njitapy;iy. ,Nj Nghd;Wjhd; ,izajs juTfSk; gy;jug;gl;l fk;gpfs;> jpirtpfs; kw;Wk; 

fzdpfspD}lhf mJ nrd;wila Ntz;ba ,lj;ijr; nrd;wilfpwJ. 

2018 Mk; Mz;bd; ,Wjpf; fhyfl;lj;jpy; Nkw;nfhs;sg;gl;l fzf;nfLg;gpd;gb cyfpy; Rkhu; 3.9 gpy;ypad; ,izajs 

ghtidahsu;fs; kpy;ypad; fzf;fhd mur> jdpahu;> njhz;L epWtdq;fspy; ghtpf;fg;gl;bUe;jjhff; fzpf;fg;gl;Ls;sJ. 

mNefkhd gFjpfspy; ,izajs Njly; mEgtq;fs; ghJfhg;ghdjhfTk; jpUg;jpfukhdjhfTk; fhzg;gl;ljhfj; 

njuptpf;fg;gl;Ls;sJ. MdhYk; gy;NtWgl;l rhjdq;fs; xd;Wlndhd;W ,izAk;NghJ rpy Neuk; ,itfs; jtwhd 

jpirfspy; nry;tjw;Fk; tha;g;Gfs; fhzg;gLfpd;wd. ,jd; fhuzkhfNt ,iza ghJfhg;G my;yJ fzdprhu; ghJfhg;G 

kpf Kf;fpakhdjhf fhzg;gLfpwJ. 

fzdp ghJfhg;G vdg;gLtJ tplaq;fisAk; KiwikfisAk; cs;slf;fpait: NkYk; mit ghtpf;Fk; kf;fisg; 

gw;wpait. ,e;jg; ghlg;gug;gpy; ehk; fzdp ghJfhg;G gw;wpa mbg;gil tplaq;fis mwpe;J nfhs;Nthk;. mLj;j 

ghlg;gug;gpy; fhzg;gLk; fzdp ghJfhg;G gFjpapy; b[pl;ly; Nritfisg; gad;gLj;Jk; NghJ mtw;iw 

ngw;Wf;nfhs;Sgtu;fspd; ghJfhg;G gw;wpa tplaq;fis mwpe;J nfhs;Nthk;.
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b[pl;ly; ghJfhg;G (jfty; njhopy;El;g ghJfhg;G 
vd;Wk; miof;fyhk;) vdg;gLtJ b[pl;ly; 
Kiwapy; gjpNtw;wg;gl;l jfty;fSf;fhd 
ghJfhg;G eilKiwfis Fwpf;Fk;. ,jw;fhf 
gad;gLj;jg;gLk; rhjdq;fs; ,iza 
tiyaikg;Gld; ,izf;fg;gl;Nlh my;yJ ,izf;fg;glhkNyh 
fhzg;glyhk;. fzdp ghJfhg;G tiuaiwf;Fs; ngsjPf kw;Wk; 
,iza ghJfhg;G Mfpa ,uz;ilAk; ehk; cs;slf;fyhk;.
fzdp ghJfhg;G: ,izajsq;fspy; fzdpfs; ,izf;fg;gl;L 
,Uf;ifapy; mtw;iwg; ghJfhg;gjw;fhf Nkw;nfhs;s Ntz;ba 
Kd;ndr;rupf;iffs;.  tpNrlkhf ,it cupikfsw;w Kiwapy; 
juTfs;> jfty;fis ngw;Wf;nfhs;tij (fzdpfis 
jhf;fg;gLtij) jLg;gjw;F cjtpaspf;fpwJ.

Nkf fzdp Kiw (Cloud computing) vd;why; fzdpapYs;s 
td;jl;by; jfty;> epfo;r;rpfis Nrfupf;fhky; 
,izajsq;fspy; Nrkpj;Jf; nfhs;Sk; Kiw MFk;. Nkf 

Kiw ,izajsj;Jf;fhd xU cUtfk (metaphor) MFk;.
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b[pl ;ly ; ghJfhg ;G kw ;Wk ; fzdp ghJfhg ;G 

Mfpatw ;w pd ; mbg ;gil mk;rq ;fs ;

ehk; b[pl;ly; rhjdq;fis ghtpf;Fk;NghJ vkJ jdpg;gl;l> ,ufrpakhd> ehk; gzpGupAk; ,lq;fspYs;s mYtyf uPjpahd> 

Mf;fj;jpwdhd kw;Wk; Vida gy tifahd juTfis toq;FfpNwhk;. ,izajs tiyaikg;nghd;Wld; 

,izf;fg;gl;Ls;s fzdpnahd;Wld; ehk; ,izf;Fk; NghJ – vkJ epWtdj;Jf;F cs;NsNah my;yJ cyfshtpa 

,iza tiyaikg;GlNdh – ehk; kw;wtu;fsJ juTfSld; rk;ke;jg;gLfpNwhk;.

vq;fsJ rhjdq;fisAk; juTfisAk; ghJfhg;gJ kpf Kf;fpakhdjhFk;> mNj Nghd;W kw;wtu;fsJ juT ghJfhg;Gf;F 

kupahij nfhLg;gJk; kpf Kf;fpakhd xd;whFk;. ,izajsk; Nghd;w xd;Wlndhd;W ,ize;J fhzg;gLk; 

tiyaikg;Gfspy; ehk; midtUk; tpopg;GlDk; mtjhdkhdTk; ,Ug;gJ kpf Kf;fpakhFk;. ,tw;wpy; xUtu; 

mtjhdkpoe;J ,Ug;gpDk; kw;wtu;fs; midtiuAk; ghjpg;Gf;Fs;shf;fTk; topaikf;Fk;. 

b[pl;ly; ghJfhg;G my;yJ fzdp ghJfhg;G vdg;gLtJ mjpfhukspf;fg;glhjtu;fspd; CLUty;fs; kl;LNk vd;W 

vz;zptplf;$lhJ. vq;fsJ mwpahik my;yJ mtjhdf; Fiwtpd; fhuzkhfTk; Nrkpf;fg;gl;bUf;Fk; juT> jfty;fis 

,oe;Jtplf;$ba re;ju;g;gq;fSk; mjpfkhff; fhzg;gLfpwJ. ,jd; tpisthf vkJ juTfs; ghjpf;fg;gLtJ kl;Lky;yhky; 

mtw;iw ,oe;JtplTk; tha;g;Gfs; cz;L. nts;s mdu;j;jk;> jPg;guty; kw;Wk; kpd;rhug; ghjpg;G Nghd;w vjpu;ghuhj 

epfo;TfspdhYk; vkJ juTfs; ghjpf;fg;gl tha;g;Gz;L.

fzdp ghJfhg;G my;yJ b[pl;ly; ghJfhg;G vdg;gLtJ mjp jPtpukhd ghJfhg;G Vw;gLfis jd;dfj;Nj Vw;gLj;jpf; 

nfhs;tJ kl;LNk vd;W nghUs;nfhz;L tplf;$lhJ. rpy Neuk; ehq;fs; kpfg;nghUj;jkhd jPu;T vd;W vz;zpf;nfhs;Sk; 

xU tplak; rhj;jpakw;wjhfp tplyhk;. vdNt fhyj;Jf;Ff; fhyk; mit gw;wp ntsptUk; Gjpa mk;rq;fs; gw;wp njspitg; 

ngw;wpUg;gNjhL vkJ ghJfhg;G KiwikfisAk; kPs;guprPyid nra;J nfhs;s Ntz;Lk;> Fwpg;ghf ,izajs 

ghtidahsu;fs; ,tw;iwf; ftdj;jpy; vLj;Jf;nfhs;s Ntz;Lk;. 

jaT nra;J Qhgfj;jpy; itj;Jf;nfhs;Sq;fs;: ey;y MNuhf;fpakhd fzdp ghJfhg;G kw;Wk; b[pl;ly; ghJfhg;G 

mk;rq;fSf;F ghtidahsu;fspd; <LghL> flg;ghLfs; kw;Wk; mit gw;wpa rupahd njspTfs; Nghd;wd kpf 

,d;wpaikahjJ MFk;. ehk; vkJ rpy Njitfshd nkd;nghUs;> td;nghUs; tplaq;fSf;fhf ntspapYs;s xUtiu 

jfty; njhopy;El;g  Nrit toq;f Nfl;Lf;nfhs;tJ Nghd;wnjhU tplaky;y.

b[pl;ly; ghJfhg;G my;yJ fzdp ghJfhg;G Kiwikapy; filg;gpbf;f Ntz;ba xt;nthU tplaq;fisAk; ,q;Nf 

gl;baypLtnjd;gJ rhj;jpakw;wnjhU tplak; MFk;. ,it gw;wpa vz;zpylq;fh MNyhridfSk; tplaq;fSk; 

,izajsq;fspy; ePqfs; ngw;Wf; nfhs;syhk;. fPNo toq;fg;gl;l rpy nghJthd tplaq;fs; ,it gw;wpa mbg;gil 

tplaq;fis cq;fSf;F toq;FfpwJ. 

Source: https://wiobyrne.com/digital-hygiene/
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b[pl;ly; MNuhf;fpak; vdg;gLk; nrhy;yhdJ xUtuJ 

b[pl;ly; rhjdq;fs;> fzf;Ffs; kw;Wk; juTfs; vd;gd 

vt;thW Rj;jkhd my;yJ mRj;jkhd epiyapy; 

fhzg;gLfpwJ vd;gij Rl;bf;fhl;l gad;gLj;jg;gLfpwJ.

ey;ynjhU b[pl;ly; MNuhf;fpak; vd;gJ vkJ ,y;yq;fspYk; 

Ntiyj;jsq;fspYk; xNu khjpupahdjhff; fhzg;gl 

Ntz;Lk;. jdpf;fzf;Ffs; my;yJ rhjdq;fs; kw;wtu;fs; 

mtw;Wf;Fs; Eiotjw;fhd tha;g;ghf mike;J tplyhk;. 

mt;thwd;wp ,it jPq;F tpistpf;Fk; xd;why; 

,lk;ngw;wpUg;gpd; cq;fsJ jfty;fs;> juTfs;> ufrpa 

,yf;fq;fs; kw;Wk; fzf;Ffs; Nghd;wit Mgj;jhd 

epiyf;Fs; fhzg;gl;L cq;fsJ fzdp Nkhrkhd 

tpisTfis vjpu;nfhs;s NeupLk;.

b[pl ;ly ; MNuhf ;f paNk 
Kf;f pakhd tplak ; !



fzdp itu]; my;yJ fzdpfSf;F j Pq ;F tpistpf ;ff ;$ba 

tplaq ;fspypUe ;J vt ;thW cq;fs ; juTfis ghJfhj ;Jf ; nfhs ;tJ.

fzdp ituRf;fs; vdg;gLtJ kpfr; rpwpanjhU epfo;r;rp %yk; xU fzdpapypUe;J kw;iwa fzdpfSf;F kpd;dQ;ry;fs;> 

kpd;dQ;ry; ,izg;Gf;fs; kw;Wk; rpwpa juNtw;wpfspd; %yk; gutf;$baJ. ,g;gbahd ituRf;fs; cq;fsJ 

fzdpfSf;Fs; CLUTtjd; %yk; mq;F fhzg;gLk; juTfspd; rhjhuz epiyikfspy; khw;wq;fis my;yJ mjd; 

KO tbtj;ijAk; mopf;ff;$bait.

fzdp ituRf;fis vjpu;f;ff;$ba itu]; ghJfhg;Gf;fis gad;gLj;Jq;fs;

cq;fsJ ,aq;F jsq;fs (Windows, FireFox kw;Wk Chrome) Nghd;wd fhyj;Jf;Nfw;w tifapy; 

GJg;gpf;fg;gl;Ls;sitah vd;gij cWjpg;gLj;jpf; nfhs;Sq;fs;. ,jd; ,Wjp gjpg;ghdJ cq;fSf;F rupahd 

ghJfhg;ig toq;Fk;.

kpd;dQ;ry; ,izg;Gfis gad;gLj;Jk; NghJ kpfTk; mtjhdkhf ,Uq;fs;: cq;fSf;F guPl;rpaky;yhj> 

cWjpaw;w tplaq;fs; VjhtJ fhzg;gbd; mtw;iw jpwg;gjpypUe;J tpyfpapUq;fs;.

Njly; jsq;fspy; fhzg;gLk; fl;Lg;ghl;L ,af;fpia (pop-up blocker) vg;NghJk; ,aq;fr; nra;Aq;fs;.

cq;fsJ Njly;fspd; NghJ vg;NghJk; xU fl;Lg;ghl;L ,af;fpia gad;gLj;Jq;fs;. mNefkhd fl;Lg;ghl;L 

,af;fpfs; ghjpg;ghd jPq;F tpistpf;ff;$ba tplaq;fis jd;dfj;Nj nfhz;lit. NkYk; ,it cq;fsJ 

fzdpfSf;Fk; mtw;Wf;Fs; fhzg;gLk; juTfSf;Fk; ghjpg;G Vw;gLj;Jgit. 

jLg;G Rtu (firewall) xd;wpid vg;NghJk; gjptpwf;fk; nraJ nfhs;Sq;fs;. ,JNt cq;fsJ fzdpfSf;Fs; 

tUk; tplaq;fis mtjhdpj;J neupry;fisf; fl;Lg;gLj;JfpwJ. cq;fsJ fzdpfspy; VyNt fhzg;gLk; 

itu]; ghJfhg;G nraypAld; ,ize;J ,it Nkyjpf ghJfhg;igAk; toq;FfpwJ.

epUthff; fzf;FfSf;F vg;NghJk; ufrpa FwpaPnlhd;iw ghtpAq;fs;.
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Fwpg;G: cq;fsJ rhjdq;fs; rpy Ntisfspy; jhf;fq;fSf;F cl;gl;bUg;gpDk; mit 
vg;nghOJk; mwpe;J nfhs;sf;$ba tifapy; ,yFthff; fhzg;gLk; vd;W vz;z Ntz;lhk;. 
vdNt njhlu;e;J itu]; mopg;G nraypfis Gjpg;gpj;J El;gkhd Nrhjidfis Nkw;nfhs;s 
Ntz;Lk;.



ey;ynjhU fhuzk; ,d;wp cq;fsJ rhjdq;fs; kpfTk; Fiwthd 

Ntfj;jpy; ,aq;Fk;.

cq;fsJ rhjdq;fs; jpBnud kPs; Muk;gk; nra;J nfhz;bUf;Fk; mNj 

Ntis toikf;F khwhd tplaq;fisf; fhl;bf; nfhz;bUf;Fk;.

cq;fs; rhjdq;fspy; fhzg;gLk; nraypfs; ePq;fs; vjpu;ghu;f;Fk; msTf;F 

nray; jpwDs;sjhff; fhzg;glkhl;lhJ.

mq;F toikf;F khwhd rpy gpioahd jfty;fs; jpiuapy; fhzg;gLk; 

(rpy Ntisfspy; gpioahd KiwapYk; vOjg;gl;bUf;Fk;)

ghtidahsu;fspdhy; cUthf;fg;glhj rpy FWfpa nraypfs; 

cUthf;fg;gl;bUg;gij mtjhdpf;fyhk;.

jfty;fis Nrfupj;J itg;gjw;fhd Nghjpa ,l trjpfs; ,y;yhky; 

fhzg;gLk;

cq;fsJ mDkjpNaJkpd;wp Nfhg;Gfs; kw;Wk; nraypfs; mopf;fg;gl;L 

fhzg;gLk

itu]; njhw ;Wf ;F 
cs;shdjw ;fhd mwpFwpfs ;

jPq;F tpistpf;Fk; itu]; jhf;fq;fSf;F cs;shdij milahsq;fz;L 

nfhs;tjw;fhd rpy ,yF topfs; ,q;F jug;gl;Ls;sd. 
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juT Coy; my;yJ ,og;G vd;gd ey;ynjhU nkd;nghUs; kw;Wk; td;nfhUs; fhzg;gbDk; ,lk;ngwyhk;. vdNt 

juTfis kPs Nrkpj;Jf; nfhs;sy; ,g;gbahd tplaq;fspypUe;J jk;ikg; ghJfhj;Jf; nfhs;Sk; xU rpwe;j Kiw 

vd;gNjhL jq;fSf;F Njitg;gLk; NghJ mtw;iw kPsg; ngw;Wf; nfhs;s trjpiaAk; nfhLf;fpwJ. 

nghJthd juT kPs; ngw;Wf;nfhs;Sk; KiwahdJ cq;fsJ fzdpapd; td;jl;L Nrkpg;gfj;jpypUf;Fk; (hard disk) juT 
Coy; my;yJ ,og;G vd;gd ey;ynjhU nkd;nghUs; kw;Wk; td;nfhUs; fhzg;gbDk; ,lk;ngwyhk;. vdNt juTfis 

kPs Nrkpj;Jf; nfhs;sy; ,g;gbahd tplaq;fspypUe;J jk;ikg; ghJfhj;Jf; nfhs;Sk; xU rpwe;j Kiw vd;gNjhL 

jq;fSf;F Njitg;gLk; NghJ mtw;iw kPsg; ngw;Wf; nfhs;s trjpiaAk; nfhLf;fpwJ. 

nghJthd juT kPs; ngw;Wf;nfhs;Sk; KiwahdJ cq;fsJ fzdpapd; td;jl;L Nrkpg;gfj;jpypUf;Fk; (USB) 
nghUnshd;Wf;Fs; khw;wk; nra;J nfhs;Sk; Kiw MFk;. mNj Nghd;W ,izaq;fis mbg;gilahff; nfhz;l 

Kfpy;fs (cloud) Kiwiag; gad;gLj;jpAk; cq;fsJ juT> Nfhg;Gf;fis Nrkpj;J itj;Jf; nfhs;s KbAk; 

(cjhuzkhf Google Nghd;w ,iza mbg;gilapyhd Nrkpg;gfk;).

Nkf Kiwapyhd Nrkpg;G KiwahdJ cq;fSf;F Njitahd ,lj;jpypUe;J Njitahd Ntisapy; Njitg;gLk; 

tplaq;fis njhiyJ}u (remote) td;nghUl;fspy (hardware) Nrkpj;J itf;f cjTfpwJ. ,tw;iw ghtidahsu;fs; 

jq;fSf;F Njitg;gLk;  Ntisapy; Njitahd NghJ ,izajs gpuNtrj;jpd; %yk (internet) ngw;Wf; nfhs;syhk;. 
Nkf Kiwfs; cz;ikapy; juTfis Kfhik nra;tjw;F kpf ,yFthd toptifahFk;.  mNefkhd Nkf Kiwfs; 

mjpf Nrkpg;G trjpfis toq;FtJld; juTfs; ghjpf;fg;glhky; ,Ug;gjw;fhd ghJfhg;G Vw;ghl;L trjpfisAk; 

toq;FfpwJ (Google Nghd;w Nrit toq;Feu;fs; jhk;; fzf;nfhd;Wf;Fs; EioAk; Ntisapy; ,yFthd ,ytr Nrkpg;G 

trjpfis toq;FfpwJ)

juTfis k Ps Nrkpj ;Jf ; nfhs ;sy 

( B A C K I N G - U P  D ATA )



kiwFwpahf;fy; vdg;gLtJ (jd;dpaf;f nkd;nghUnshd;wpdhy;) mjpfhukspf;fg;glhj xUtuhy; cq;fsJ juTfis 

ghu;f;f Kbahky; nra;Ak; topKiw MFk;. ,k;KiwahdJ cq;fsJ mjp ufrpa tplaq;fshd fldl;il ufrpa 

,yf;fq;fs; Nghd;wtw;iw Fwpfshf;fp (encoding) mj;jfty;fis thrpf;f Kbahj kiwf;FwpaPl;L vOj;jhf (cipher 
text) khw;WfpwJ. mg;gbahd juTfs; mjpfhu flTr; nrhw;fspd; cjtpAld; kl;LNk kiwFwpaPLfis ePf;fp (decrypted) 
thrpf;f $bajhf khw;wg;gLfpwJ.

juTfis kiwFwpahf;fy; vd;gJ mtw;iw ghJfhg;ghd ,lnkhd;wpy; Nrkpj;J itf;Fk; nghwpKiwahFk; -- mtw;wpid 

gw;wp VyNt mwpe;jtu;fspdhy; kl;LNk mij kPz;Lk; thrpf;f KbAk;. kiwFwpahf;fk; vd;gJ Fwpahf;ftpaypd 

(cryptography) b[pl;ly; tbtk; MFk;> NkYk; ,it fzpj topKiwapidg; gad;gLj;jpNa jfty;fis JUtp 

ntspapy; nfhz;LtUfpwJ. vdNt mij cUthf;fp mDg;gpatu;fspdhy; kl;LNk mtw;wpid thrpf;f KbAk;. mjpfhukw;w 

xUtu; mtw;iw thrpf;f Kw;gbd; mit Njitaw;w (junk) tplakhf Njhw;wkspf;Fk;.
kiwFwpahf;fypy; ,uz;L gpujhdkhd Kiwfs; fhzg;gLfpwJ. Mitahtd: rupahd mstpy; (rkr;rPuhd) 

kiwFwpahf;fy; - ,J jdp flTr; nrhw;fSld; toq;fg;gl;bUf;Fk; kw;Wk; rupahd mstpyw;w (rkr;rPuw;w) kiwFwpahf;fy; 

- ,it jdp kw;Wk; nghJ FwpaPLfisf; nfhz;L fhzg;gLk;. 

,iza ghtid njhlu;ghly;fSf;F kiwFwpahf;fy; kpfTk; Kf;fpakhdnjhd;whFk; (cjhuzkhf> kpd;dQ;ry;> 

mul;ilfs; kw;Wk; gupkhw;wy;fs; ,lk;ngWk; gFjpfs;). ,q;F nra;jpfs; kiwFwpahf;fg;gltpy;iyahapd; jPq;F 

tpistpf;ff;$ba rpy cq;fsJ nra;jpfis ,ilkwpf;f tha;g;Gfs; fhzg;gLk;. 

KbtpypUe;J – KbTf;F tUk; kiwFwpahf;fp (End-to-end encryption/E2EE) vdg;gLtJ njhlu;ghly;fspy; 

gq;Fgw;Wk; ghtidahsu;fs; kl;LNk nra;jpfis thrpf;ff; $ba Kiwapy; cUthf;fg;gl;l ghJfhg;ghd nra;jp mDg;gy; 

KiwahFk;. NkYk; ,it tiyaikg;G Nrit toq;Feu;fs;> ,d;lu;nel; toq;Feu;fs;> kw;Wk; Vida njhiyj; 

njhlu;ghly; Nritfs; toq;Feu;fs; njhlu;ghly;fis b[pl;ly; gupkhw;w kiwFwpahf;f Kiwapidg; ghtpj;J 

ciuahly;fis xw;Wf;Nfl;gij jLf;Fk; xU rpwe;j nray;KiwahFk;.

kiwFwpahf;fy; KiwahdJ njhiyj;njhlu;ghly;fspd; ek;gpf;ifiaAk; ufrpaj; jd;ikiaAk; cau;j;jp epw;fpwJ. 

cjhuzkhff; $Wkplj;J WhatsApp, Signal Nghd;w jsq;fs; jhdhfNt KbtpypUe;J KbTf;fhd kiwFwpahf;fp 

(E2EE) Kiwapy; %yk; cUthf;fg;gl;bUf;fpwJ. ,tw;wpd; %yk; ,lk;ngWk; fye;Jiuahlypd; caupa jd;ikia 

Nkk;gLj;Jtjw;F ,it cWJizahf fhzg;gLfpwJ.  

juTfis kiw 

Fwpahf ;Fjy; ( E N C R Y P T I N G  D ATA )

M O D U L E  3
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ePq;fs; Nfhg;G xd;wpid cq;fsJ fzdpapypUe;J mopj;jhy; mJ Kw;whfNt kiwe;J tpLtjpy;iy. ,J cq;fsJ 

Nfhg;Gfis Nrkpj;J itj;jpUe;j jsj;jpypUe;J khj;jpuNk mopf;fg;gLfpwJ. vdNt cq;fsJ Nfhg;Gf;fs; ,d;DNk 

td;jl;by; Nrkpf;fg;gl;bUf;fpwJ> ,d;DnkhU Nfhg;nghd;W mjd;Nky; cUthf;fg;gLkplj;J khj;jpuNk Kd;ida 

Nfhg;Gfs; mq;fpUe;J mfw;wg;gLk;. mt;thW mjd;Nky; ,d;DnkhU Nfhg;nghd;W cUthf;fg;gl;bUg;gpDk; NjitNaw;gbd; 

Kd;ida juTfis kPsg; ngw;Wf;nfhs;tJ rhj;jpakhFk;. 

ePq;fs; VjhtJ juTfis Kw;whf mfw;w Ntz;Lkhapd; ghJfhg;ghd Kiwnahd;wpd; %yk; mtw;iw mfw;w Ntz;Lk;. 

mt;thW ,y;yhjtplj;J mj;juTfs; mt;thNw fhzg;gLk; my;yJ mjd;Nky; Kf;fpakhd tplaq;fs; kPnsOjg;gl 

tha;g;Gfs; kpf mjpfk;. ,t;thwhd Kiwapy; mopf;fg;gl;lhYk; njhopy;El;g ty;Yeu;fspdhy; me;j juTfis 

NjitNaw;gbd; kPz;Lk; ngw;Wf; nfhs;s KbAk; vd;gij Qhgfj;jpy; itj;Jf; nfhs;Sq;fs;. 

“Jilj;jy;” vDk; nrad;KiwahdJ xU jutpid kPz;Lk; kPz;Lk; vOJtjidf; Fwpf;Fk;. Eraser (mopg;ghd; nrayp) 

vdg;gLk; cau;ju tpz;Nlht; nraypia gad;gLj;Jtjd; %yk; td;jl;Lf;fspy; fhzg;gLk; juTfs; mjd; Nky; NkYk; 

NkYk; vOjg;gLtjd; %yk; epue;jukhf mopf;fg;gLfpwJ. ,J kpfTk; mtjhdkhf njupT nra;ag;gl;l xU Kiwapdhy; 

eilKiwg;gLj;jg;gl Ntz;Lk; vd;gJ Fwpg;gplj;jf;fJ.
Https://eraser.Heidi.Ie/ 

Kf;f pakhd juTfis 

,y;yhJ mopj ;jy
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Wi-Fi my;yJ wireless ,izajsk; vdg;gLtJ fk;gpfNsJk; ,y;yhky; thdiy (fhw;wiyfspdhy;) 

tiyaikg;nghd;Wld; njhlu;G nfhs;Sk; Kiw MFk;.  ,J ghtidahsu;fs; ve;j ,lj;Jf;F efu;e;J nrd;whYk; 

ve;jnthU ,ilQ;rYkpy;yhky; jkJ Njitf;Nfw;why; Nghy Nritfis ngw;Wf; nfhs;sf;$ba trjpfis toq;FfpwJ. 

vt;thwpUg;gpDk; ,it kpFe;j mtjhdj;Jld; gad;gLj;jg;gl Ntz;Lk; vd;gJ ,q;F Fwpg;gplj;jf;fjhFk;. 

nghJ ,lq;fspy; kpf kypthff; fhzg;gLk; ,ytr Wi-Fi trjpfisg; gad;gLj;Jk; NghJ ehk; kpFe;j mtjhdj;Jld; 

,Ug;gJ mtrpak;> vkJ juTfs; Fwpg;gpl;l tiyaikg;Gld; ,ize;J nraw;gLgtu;fspdhy; ,ilkwpg;G nra;ag;gl 

tha;g;Gfs; kpf mjpfkhff; fhzg;gLfpwJ. vt;thwhapDk; r%f tiyj;jsq;fshd Facebook my;yJ nra;jp toq;Fk; 

Nritfs; Nghd;wdtw;iwg; ghtpg;gjw;F kpf rpwe;jJ> cq;fsJ jdpg;gl;l tplaq;fshd kpd;dQ;ry; kw;Wk; tq;fpf; 

fzf;Ffs; Nghd;wdtw;iw nghJ Wifi ,idg; gad;gLj;jp nraw;gLj;jhky; ,Ug;gJ kpf rpwe;jJ. 
,J Vd; epfo;fpwJ? Vnddpy; ePq;fs; nghJ Wi-Fi fisg; gad;gLj;Jk; NghJ mf;Fwpg;gpl;l tiyaikg;Gld; njhlu;Ggl;l 

ahuhtJ xUtupdhy; cq;fsJ juTfs; ,ilkwpj;J xj;Jf;Nfl;f tha;g;Gfs; mjpfkhff; fhzg;gLfpwJ> ,jw;Fupa 

fhuzk; cq;fsJ tiyaikg;G nghJthdjhf fhzg;gLtJ MFk;. cz;ikapy; cq;fSf;F guPl;rak; ,y;yhj ahuhtJ 

xUtupdhy; toq;fg;gLk; ,ytr Wi-Fi ,idg; gad;gLj;jhJ ,Ug;gJ kpf Gj;jprhypj;jdkhd nraw;ghlhFk;. rpy 

Fw;wq;fis ,iog;gtu;fs; ,g;gbahd ,ytr my;yJ Kul;Lj; jdkhd Wi-Fi trjpfis toq;fp jfty;fis jpUl 
mjpfkhd tha;g;Gfs; fhzg;gLfpwJ. 

kw;WnkhU ghJfhg;G mwpTWj;jy;: ,izajsq;fs; my;yJ r%f tiyjsq;fSf;Fs; Eioifapy; mg;gFjpapDila 

jdpAupik gw;wpa mwpTWj;jy;fisf; fl;lhak; gbj;J tpsq;fpf; nfhs;Sq;fs;. ,tw;wpid ,aq;F jsj;jpd; Nkw;gFjpapy; 

my;yJ mbapYs;s gFjpapy; fz;L nfhs;syhk;. Gjpa jsq;fSf;F nry;ifapy; Muk;gj;jpy; fzf;fpw;F cl;nry;Yk; 

thapypy; my;yJ ,Uf;Fk; fzf;iff; nfhz;L cl;nry;ifapy; ,tw;wpid mwpe;J nfhs;s KbAk;. vdNt ,iza 

jsq;fSf;F Eiotjw;F KjNy mtw;iw gw;wp ed;F mwpe;J nfhz;l gpd;du; cl;nry;tJ vg;NghJk; kpfr; rpwe;jJ. 

kpd;dQ;ry;> r%f tiyj;jsq;fs; Nghd;wtw;Wf;F kw;wtu;fSf;Fk; cgNahfpf;Fk; rhjdk; xd;wpidg; gad;gLj;jp ePq;fs; 

fzf;nfhd;Wf;Fs; cl;nry;tjhapd; cq;fsJ Ntiyfs; Kbe;jTld; fl;lhak; fzf;if tpl;L ntspNaWk; (sign out) 
tplaj;ij Nkw;nfhs;tij kwf;fhjPu;fs;. ,jid rupahf Nkw;nfhs;shjtplj;J cq;fSf;F mLj;jgbahf 

gad;gLj;Jgtu;fs; kpf ,yFthf cq;fs; fzf;FfSf;Fs; cl;nry;y ,J top tFf;Fk;> mJ khj;jpuky;yhky; 

fzf;FfSf;Fs; kw;wtu;fsJ mDkjpapy;yhky; CLUTk; egu;fs; kpf vspjhf cq;fsJ tplaq;fis jpUbtpLthu;fs; 

vd;gJk; ,q;F ftdpf;fj;jf;f xU tplakhFk;. 

,iza Kiwapy ; ,Uf ;Fk ; NghJ 

cq;fsJ juTfis ghJfhj ;jy ; .
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cq;fsJ fzf;Ffis ghJfhj;Jf;nfhs;s vg;nghOJk; kpfTk; typikahd flTr; nrhy;nyhd;iw Nju;T nra;J 

nfhs;Sq;fs;. ,yf;fq;fs;> FwpaPLfs;> rpwpa vOj;Jf;fs; kw;Wk; ngupa vOj;Jf;fs; cs;slq;fyhd ePz;lnjhU 

flTr;nrhy;iy njupT nra;J nfhs;Sq;fs;.

cq;fSf;F ed;F guPl;rakhd kpf vspjpy; epidtpy; itj;Jf; nfhs;sf;$ba flTr;nrhy; xd;wpidj; njupT 

nra;J nfhs;Sq;fs;.

ntspg;gilahf kw;wtu;fshy; Cfpj;Jf; nfhs;sf;$ba kpf ,yFthd tplaq;fshd cqfsJ gpwe;j jpdk;> 

tUlhe;j epidTfs;> Kftup> gpwe;j ,lk;> cau;ju ghlrhiy> cwtpdu;fs; kw;Wk; nry;yg;gpuhzpfs; 

Nghd;wtw;iw toq;f Ntz;lhk;.

cq;fsJ xt;nthU fzf;FfSf;Fk; ntt;Ntwhd flTr;nrhw;fis toq;Fq;fs;. Kf;fpakhd fzf;FfSf;F 

flTr; nrhw;fis kPz;Lk; kPz;Lk; toq;FtJ kpf Mgj;jhdJ. ,g;gbahd epiyapy; xUtu; cq;fsJ flTr; 

nrhy;iyg; ngw;Wf;nfhz;lhy; cq;fsJ Vida fzf;Ffshd kpd;dQ;ry;> Kftupfs; kw;Wk; tq;fpf; fzf;Ffs; 

Nghd;w vy;yhtw;Wf;Fk; Eiotjw;F ,J tha;g;ig Vw;gLj;jpf; nfhLf;Fk;;.

cq;fsJ flTr; nrhw;fs; VjhtJ kwe;J Ngha;tpbd; mtw;iw kPsg; ngw;Wf;nfhs;Sk; tifapyhd khw;Wf; 

fzf;nfhd;iw my;yJ topKiwfis toq;Fq;fs;

fhyj;Jf;Ff; fhyk; cq;fsJ flTr; nrhw;fis khw;wpf; nfhs;Sq;fs; - mbf;fb ,tw;wpy; khw;wq;fis 

Vw;gLj;JtJ kpfTk; gpuNahrdkhdnjhU tplak; MFk;.

ePq;fs; ghtpf;Fk; ,aq;F jsq;fspy; cq;fs; flTr; nrhw;fis Qhgfj;jpy; itj;jpUf;f mDkjpg;gJ trjpahf 

,Uf;fyhk;> MdhYk; ,it Mgj;jhdnjhU tplak; MFk;. NtW ahuhtJ cq;fsJ rhjdq;fisg; ghtpg;gpd; 

mtu;fs; kpfTk; ,yFthf cq;fsJ fzf;FfspYs;s njhlu;Gfs; cl;gl midj;J tplaq;fisAk; 

ngw;Wf;nfhs;s ,it top tFf;Fk;. 

b[pl ;ly ; nrhj ;Jf ;fisg ; 

ghJfhj ;jy

cq;fsJ b[pl;ly; nrhj;Jf;fis ghJfhg;gjw;F kpf vspjhdJk; Kf;fpakhdJkhd rpy Kd;ndr;nrupf;iffs; 

mtrpakhFk;;.

flTr; nrhy; my;yJ milahsr; nrhy; vd;gJ ghtidahsu; xUtu; kpf ,yFthf kddk; nra;J nfhs;sf;$ba 

tifapy; cUthf;fg;gLk; cs; EioT mDkjp MFk;. b[pl;ly; nghwpKiwapy; ,f;flTr;nrhw;fs; vOj;Jf;fs;> Fwpfs; 

kw;Wk; ,yf;fq;fisf; nfhz;L ,ize;J xOq;fikf;fg;gl;lnjhU Kiwapy; fhzg;gLk;.

ghJfhg;ghd Kiwapy; ghJfhf;ff;$ba jq;fSf;F guPl;rakhd flTr; nrhw;fisf; nfhz;bUg;gJ cq;fsJ 

fzf;FfSf;Fs; mDkjpapy;yhky; gpwu; mDkjpg;gijj; jLf;Fk; kpf Kf;fpakhd eltbf;if MFk;. flTr; nrhy;yhdJ 

ePq;fs; ehshe;j tho;f;ifapy; gad;gLj;Jk; xU cz;ikahd nrhy;yhf ,Uf;f Ntz;ba ve;jj; NjitAkpy;iy: 

nrhy;nyhd;W ,y;yhky; tpj;jpahrkhd xd;whf fhzg;gbd; kw;wtu;fs; Cfpj;J cq;fsJ fzf;Ff;Fs; Eiotijj; 

jLf;Fk; rpwe;j topKiwahFk;. MfNt kw;wtu;fshy; Cfpj;Jf; nfhs;sKbahj xd;iwj; njupT nra;J nfhs;Sq;fs;. 

ey;ynjhU flTr;nrhy;iyj; njupT nra;J nfhs;tjw;fhd rpy MNyhridfs; ,q;Nf jug;gl;Ls;sd.



kpf ,yFthd nkhopeilapy; $Wtjhdhy; b[pl;ly; 

nrhj;J vdg;gLtJ b[pl;ly; njhopy;El;gj;jpd; %yk; 

Nrkpf;fg;gl;l xU cs;slf;fk; MFk;. Kfpy; (cloud) 
KiwahdJ glq;fs;> tPbNahf;fs;> Nfhg;Gf;fisf; 

nfhz;l vOj;Jf;fs;> tpupjhs;fs; my;yJ gFjpfisf; 

nfhz;lnjhU KiwahFk;. ,t;thwhd b[pl;ly; 

nrhj;Jf;fs; cq;fsJ fzdpapd; td;jl;by; my;yJ 

];khul; ifalf;f njhiyNgrpapd; epidtfj;jpy; 

my;yJ ,izajsj;jpy; Nrfupj;J itj;Jf; nfhs;s 

KbAk;.

b[pl;ly; nrhj;Jf;fs; vDk; NghJ cq;fsJ kpd;dQ;ry; 

fzf;Ffs; kw;Wk; r%f tiyjsq;fSf;fhd 

fzf;FfSk; cs;slq;Fk;. 

b[pl ;ly ; nrhj ;Jf ;fs ; 
ahit?
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kpf cWjpahd flTr;nrhy; xd;wpid toq;fpajd; gpw;ghL Nkw;nfhs;s Ntz;ba mLj;j Kf;fpakhd eltbf;ifahdJ 

,U Kid mq;fPfhuj;ij Vw;gLj;jpf; nfhs;tJ MFk; (,U Kid cWjpg;glj;jy; my;yJ ,U Kidfspy; mq;fPfupj;jy; 

vd;Wk; mNefkhff; $wg;gLk;).

mjhtJ ePq;fs; cq;fsJ flTr; nrhw;fis toq;fpajw;F Nkyjpfkhf> ePq;fs; ,uz;lhtJ gFjpahd jfty;fis 

cq;fsJ fzf;FfSf;F toq;f Ntz;Lk;. ,J mNefkhf cq;fsJ gjpT nra;ag;gl;l ifj;njhiyNgrpf;F FWe;jfty; 

%yk; mDg;gp itf;fg;gLk; (,it Fwpg;gpl;l rpy epkplq;fSf;Fs; nray;gLj;jf;$ba xU Kiw kl;LNk 

gad;gLj;jf;$ba xd;whfNt fhzg;gLk;). nghJthf jw;fhyj;jpYs;s vy;yh r%f Clfq;fSk; mNj Nghd;W $Fs; 

epWtdKk; ,e;j ,U Kid mq;fPfhu Kiwikfis jw;NghJ Nju;e;njLj;Jf; nfhs;tjw;fhd tha;g;gpid toq;FfpwJ. 

,izajsq;fs; vOj;J kw;Wk; nrayp Kiw Nghd;w ,U KiwfisAk; mq;fPfupf;f xj;jhir toq;Ftjhapd;> jaT 

nra;J nrayp Kiwapid khj;jpuNk njupT nra;aTk;. ,t;thW $Wtjw;fhd fhuzk; FWQ;nra;jpfs; mDg;gg;gLk; NghJ 

mit xU NghJk; kiwFwpahf;fg;gLtjpy;iy> vdNt kw;wtu;fs; mij ,il kwpj;Jg; ngw;Wf;nfhs;s ,it xU 

tha;g;ghf mike;J tplyhk;.

,U Kid mq;f Pfhu 

Kiwfis gad;gLj ;jy ;



flTr ; nrhw ;fs ; 
,ufrpakhdit!

flTr; nrhy; vd;gjd; nghUs; mit jq;fSf;Fupa 

,ufrpakhdJk; jdpg;gl;lJkhFk;. mit kw;wtu;fSld; 

gfpu;e;J nfhs;sf;$ba xU tplak; my;y. NkYk; ,J ve;j 

tpjj;jpYk; kw;wtu;fSf;fhf fhl;rpg;gLj;jf;$ba xU 

nghUSk; my;y. ,Ue;jhYk; ,JNt mNefkhdtu;fshy; 

tplg;gLk; khngUk; jtWfspy; xd;W vd;gNjhL mt;thW 

VjhtJ mrk;ghtpjq;fs; ele;J Kbe;j gpd;dNu kdk; 

tUe;JtijAk; vk;khy; fhz KbfpwJ. MfNt jaT nra;J 

Qhgfj;jpy; itj;Jf;nfhs;Sq;fs;: ePq;fs; ghJfhg;ghd 

ufrpakhd flTr; nrhw;fis toq;fpdhy; kl;LNk cq;fsJ 

fzf;Ffis ghJfhj;Jf; nfhs;syhk;.
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xt;nthU ifalf;f njhiyNgrp> GSM xt;nthU ifalf;f njhiyNgrp> (IMEI my;yJ International Mobile 
Equipment Identity) vDk; jdp milahs ,yf;fj;ijf; nfhz;L fhzg;gLk;.

,e;j IMEI ,yf;fk; cUthf;fg;gl;ljw;fhd gpujhd fhuzk; ahnjdpy; ifalf;f njhiyNgrpapy; gad;gLj;jg;gLk; rpk; 

ml;ilfs; epue;jukhdnjhd;W ,y;iy vd;gNjhL mJ ghtidahsu;fspd; tpUg;gj;jpw;Nfw;g khw;wkilayhk;> MdhYk 
IMEI ,yf;fk; cUthf;fg;gl;ljw;fhd gpujhd fhuzk; ahnjdpy; ifalf;f njhiyNgrpapy; gad;gLj;jg;gLk; rpk; 

ml;ilfs; epue;jukhdnjhd;W ,y;iy vd;gNjhL mJ ghtidahsu;fspd; tpUg;gj;jpw;Nfw;g khw;wkilayhk;> MdhYk 

IMEI ,yf;fj;jpd; mbg;gilapy; mf;ifalf;f njhiyNgrp gw;wp rpy Nkyjpf jfty;fis cjhuzkhf ifalf;f 

njhiyNgrpapd; tif kw;Wk; cw;gj;jp Mz;L Nghd;wtw;iw ePq;fs; mwpe;J nfhs;syhk;.

cq;fsJ ifalf;f njhiyNgrpapd IMEI ,yf;fj;ij *#06# sequence.  I lay; nra;tjd; %yk; ePq;fs; ,yFthfj; 

njupe;J nfhs;syhk;. mNj Nghd;W cq;fsJ ifalf;f njhiyNgrpapd; cj;juthj fhyj;jpy; toq;fg;gLk; Nritfisg; 

ngw;Wf; nfhs;tjhapd; my;yJ mjw;fhd gbtj;ij epug;Gk; NghJ ,;e;j IMEI milahs ,yf;fk; cq;fSf;F kpfTk; 

cWJizahff; fhzg;gLk;. mNj Nghd;W cq;fsJ ifalf;f njhiyNgrp njhiye;Njh my;yJ jpUlg;gl;lhNyh ,e;j 

IMEI ,yf;fj;ijf; nfhz;L rk;gtk; ,lk;ngw;w gpuNjrj;jpYs;s nghyp]; epiyaj;jpNyh my;yJ tiyaikg;G Nrit 

toq;FeuplNkh ePq;fs; Kiwg;ghnlhd;wpidg; gjpT nra;J nfhs;syhk;. ,jd; %ykhf cq;fsJ njhiye;j my;yJ 

jpUlgg;gl;l njhiyNgrpapd; ghtidia cldbahf epWj;jp itf;fTk; KbAk;. ,jd; gpw;ghL NtnwhU rpk; ml;iliaf; 

nfhz;L cq;fsJ ifalf;f njhiyNgrpia gad;gLj;j Kad;whYk; mtw;iw ,aq;fr; nra;a Kbahky; NghFk; ;.

vdNt cq;fsJ njhiyNgrpapd; IMEI ,yf;fj;ij njupe;J nfhs;tJld; mtw;iw rupahd ghJfhg;ghdnjhU ,lj;jpy; 

Fwpj;Jk; itj;Jf; nfhs;Sq;fs;. 

ifalf ;f njhiyNgrpa pd ; 

ghJfhg ;G

1 Google has some useful advice on creating a strong password and a more secure account: 
https://support.google.com/accounts/answer/32040?hl=en
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cq;fsJ ifalf;f njhiyNgrpiag; ghJfhj;Jf; nfhs;tjw;fhd jdp ufrpa ,yf;fnkhd;wpid toq;fpf; 

nfhs;Sq;fs;. Fiwe;jJ 06 ,yf;fq;fisf; nfhz;lnjhU jdp milahsf; Fwpg;ig toq;Fq;fs;.

kpfTk; mz;ikapy; ntspaplg;gl;l nraypia jutpwf;fk; nra;tNjhL mjid cq;fsJ ifalf;f 

njhiyNgrpapy; nraw;gLj;jpf; nfhs;Sq;fs;. 

cq;fsJ ifalf;f njhiyNgrpf;fhd itu]; ghJfhg;G nraypia my;yJ NtW VJk; jPq;F 

tpistpf;ff;$ba tplaq;fspypUe;J ghJfhf;ff;$ba nraypfis jutpwf;fk; nra;J nraw;gLj;jpf; 

nfhs;Sq;fs;.

ek;gj; jFe;j jsq;fspYs;s nraypfis kl;LNk jutpwf;fk; nra;J nfhs;Sq;fs; cjhuzkhf (Google 
play store my;yJ Apple app store)
cq;fsJ nraypfSf;fhd jilfis cau;j;jpf; nfhs;Sq;fs;. Android kw;Wk IOS  ,aq;F jsq;fspy; ve;j 
tifahd nraypfis mDkjpf;fyhk; my;yJ mDkjpf;f KbahJ vd;gij cq;fSf;F Vw;w tifapy; 

cau;j;jp my;yJ jsu;j;jpf; nfhs;Sq;fs;. ePq;fs; ,jw;fhd mDkjpfis cau;j;jpf; nfhs;tJ kpfTk; 

MNuhf;fpakhdJ> ,jdhy ,e;j nraypfs; cq;fsJ jdpg;gl;l tplaq;fSf;F cs;Ns nry;tJ jLf;fg;gLk;. 

Mypermissions.Com vDk; ,ytr ,izajskhdJ ,it gw;wpa MNuhf;fpakhd gy tplaq;fis 

cq;fSf;F toq;FfpwJ. mJ kl;Lky;yhky; ,e;j jskhdJ njhiyNgrpf;Nf Vw;w gy nraw;ghLfisf; 

nfhz;lnjhU nrayp vd;gNjhL cq;fsJ ifalf;f njhiyNgrpf;Fs; ,aq;f tplg;gl;l VjhtJ nraypfis 

epWj;jNth my;yJ mfw;wNth Ntz;Lkhapd; kpf ,yFthd Kiwapy; xU Kiw mOj;Jtjd; %yk; 

,tw;iw nraw;gLj;jpf; nfhs;syhk;.

NtW ,lj;jpypUe;J ,af;ff;$ba nraypia nraw;gLj;jpf; nfhs;Sq;fs;: ,J cq;fsJ ifj;jnjhiyNgrp 

njhiye;Njh my;yJ jpUlg;gl;lhNyh mJ ,Uf;Fk; ,lj;ij fz;Lgpbg;gjw;F cjTk; xU nraw;ghlhFk;. 

mNj Nghd;W ,e;j nraypahdJ cq;fsJ njhiyNgrpapYs;s nraypfis NtnwhU ,lj;jpypUe;J mjpy; 

fhzg;gLk; ,ufrpa tplaq;fis ngw;Wf;nfhs;sTk; cjTk;.

ePq;fs; ghtpf;fhj Ntisapy Bluetooth ,id nraypof;fr; nra;aTk;: cq;fsJ Bluetooth ,aq;Fk; 
epiyapy; fhzg;gLk; NghJ cq;fsJ ifalf;f njhiyNgrp tYtpoe;jjhfNt fhzg;gLk;. MfNt gpw 

rhjdq;fspd; jhf;fj;jpypUe;J cq;fsJ ifalf;f njhiyNgrpapid ghJfhf;f Ntz;bNaw;gbd; Bluetooth 
nraypoe;j epiyapy; ,Ug;gJ kpf Kf;fpakhdjhFk;. Rpy Nitisfspy; ePq;fs; kw;wtu;fshy; fhz Kbahj 

epiyapy; ,jid nraw;gLj;jpapUe;jhYk; ,tw;why; Vw;glf;$ba jhf;fq;fs; kpfTk; mjpfkhdit.

fPNo cq;fsJ ifalf;f njhiyNgrpapd; ghJfhg;ig cWjpg;gLj;jpf; nfhs;tjw;fhd rpy gad;jUk; Fwpg;Gfs; 

toq;fg;gl;Ls;sd. 



b[pl ;ly ; milahs 

jpUl ;L

xd;iyd; kw;Wk; xd;iyd; mw;w ,U KiwfspYk; b[pl;ly; milahsj; jpUl;Lf;fs; ,lk;ngwyhk;. mjhtJ NtW 

egu;fshy; cq;fsJ jdpg;gl;l kw;Wk; ,ufrpakhd tplaq;fis cq;fsJ fzf;Ffs; my;yJ rhjdq;fSf;Fs; cq;fsJ 

mDkjpapy;yhky; cs; Eioe;J jpULtJ MFk;. cq;fsJ kpfTk; ngWkjpahd tplaq;fshd tq;fpf; fzf;F 

,yf;fq;fs;> kpd;dQ;ry;fs;> fldl;il ,yf;fq;fs; Nghd;wdtw;iw jpULtJ jw;fhyj;jpy; mjpfkhf mtjhdpf;ff; 

$bajhfTs;sJ. ,t;thW ,lk;ngWkplj;J ,jdhy; gy ghuJ}ukhd epiyikfs; Vw;glyhk;. 

jdpnahUtupd; jdpg;gl;l b[pl;ly; milahsq;fs; gy Kiwfspy; jpUlg;glyhk;. xd;iyd; Kiwfis cgNahfpf;Fk; 

NghJ ,j;jpUl;L rk;gtq;fs; kpf mjpfkhf ,lk;ngWfpwJ. NkYk; jpUlu;fSf;F ePq;fs; xd;iyd; %yk; ,Ug;gJ kpfTk; 

,yFthf mtu;fsJ jpUl;bid Nkw;nfhs;s cjTfpwJ. 

milahs jpUl;Lf;fis b[pl;ly; Kiwapd;gb gpd;tUk; tiffspy; cs;slf;fyhk; .

iftplg;gl;l rhjdq;fshd fzdp> ifalf;f njhiyNgrp kw;Wk; USB Nghd;wtw;wpypUf;Fk; midj;J 

jfty;fisAk; NtnwhU rhjdj;Jf;Fs; khw;wpf; nfhs;sy; 

Keystroke logging or spyware Nghd;w nraypfisg; gad;gLj;jp cq;fsJ jdpg;gl;l tplaq;fis jpUbf; 

nfhs;sy;.

cq;fsJ fzdp Nghd;w rhjdq;fspYs;s kpfTk; ngWkjpahd Nfhg;Gfs; kw;Wk; Vida tplaq;fis flj;jy;. 

kpd;dQ;ry; kw;Wk; FWe;jfty; Nghd;wtw;wpD}lhf kf;fis Vkhw;Wk; nra;jpfis mDg;gp mtu;fspd; ngWkjpahd 

tplaq;fisg; ngw;Wf; nfhs;sy;. 

cq;fsJ gykpoe;j flTr;nrhy;ypid Cfpj;Jf; nfhz;L mtw;iw cl;nrYj;jp cq;fsJ fzf;FfSf;Fs; 

Eioe;J jdpg;gl;l tplaq;fis ngw;Wf; nfhs;sy;. 

r%f tiyj;jsq;fs; Nghd;w nraypfis cUthf;fp mtw;Wf;Fs; cq;fis cs; Eioa itj;J ePq;fs; toq;Fk; 

kpd;dQ;ry; KftupapD}lhf jhq;fs; Cfpf;Fk; flTr; nrhy;nyhd;iwf; nfhz;L cq;fsJ fzf;fpw;Fs; Eiojy;. 

cq;fsJ nraypoe;j fzf;nfhd;iw NtnwhU fzf;fpw;Fs; khw;Wtijg; Nghy; cUthf;fp mtw;wpw;F ePq;fs; 

toq;Fk; tplaq;fisf; nfhz;L cq;fsJ jdpg;gl;l tplaq;fis jpULjy;.
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2 More information at: https://www.imei.info/ 
3 Source: https://www.techopedia.com/definition/13637/identity-theft

ePq;fs; tq;fpf; fzf;Ffs; Nghd;w ghJfhg;ghdnjhU ,izajsj;jpDs; Eioe;jpUe;jhYk; vg;nghOjhtJ NtnwhU 

eLj;ju ,izajs gFjpf;F khw;wg;gl;lhy; mit gw;wp tpopg;ghf ,Uq;fs;. ,izajs gFjpfis (URL) mbf;fb 

guPrPyid nra;J nfhs;Sq;fs;.

ePq;fs; re;Njfj;Jf;fplkhd Vjhtnjhd;Wf;fhf ,izajs Kiwapyhd gzf;nfhLf;fy;thq;fy;fSf;F cq;fsJ 

fldl;ilia gad;gLj;jpapUg;gpd; mtw;iw njhlu;e;J mtjhdpj;Jf; nfhz;Nl ,Uq;fs;.

ek;gj; jFe;j gFjpfspy; khj;jpuNk gzf;nfhLf;fy;thq;fy;fis Nkw;nfhs;sTk;. ePq;fs; VjhtJ fl;lzq;fis 

,izajsj;jpd; %yk; Nkw;nfhz;bUg;gpd; mg;gFjpapd; Nky; gFjpapy; (tyJ gf;f) G+l;L Nghd;wnjhU cUtk; 

Njhd;w Ntz;Lk;. mg;gbahdnjhU cUtk; Njhd;whtplj;J cq;fsJ ml;ilfsJ ,yf;fq;fis cl;nrYj;j 

Ntz;lhk;. 

kpfg;gpugy;akhd epWtdq;fshf gy;fiyf;fofq;fs;> tq;fpfs; Nghd;w epWtdq;fspypUe;J mDg;gg;gLk; 

kpd;dQ;ry;fSf;F xj;jjhdtw;wpy; VjhtJ ,izg;GfSld; fhl;rpg;gLj;jp cq;fsJ jdpg;gl;l tplaq;fis 

toq;ff; Nfl;lhy; mitfspypUe;J jtpu;j;;J nfhs;sTk;. ,jw;F khw;whf mf;Fwpg;gpl;l epjp epWtdj;Jf;Nfh my;yJ 

gy;fiyf;fofj;Jf;Nfh miog;nghd;wpid Nkw;nfhz;L mit gw;wpa Nkyjpf tplaq;fis Nfl;Lj; njupe;J 

nfhs;Sq;fs;. 

cq;fsJ nghJthd Gupe;J nfhs;Sk; jd;ikf;Nfw;wthW ele;J nfhs;Sq;fs;. VjhtJ xU toq;fy;fs; kpfTk; 

cz;ikahd ek;gj;jFe;jnthd;whf fhzg;gLkplj;J (cjhuzkhf ghup]{f;F Rw;Wg;gaznkhd;iw ,ytrkhf 

ngw;Wf;nfhs;s cq;fsJ fldl;il ,yf;fj;ij toq;fTk; Nghd;w) mtw;iw ftdj;jpy; vLf;fhjPu;fs;. 

nghJthd Wi-Fi ,id cgNahfpf;Fkplj;J cq;fsJ tq;fpf; fzf;F my;yJ fldl;il tplaq;fis 

toq;fhjPu;fs;.

rpy fzdprhu; epWtdq;fis Nghd;wnjhU epWtdq;fspypUe;J tUk; kpd;dQ;ry;fs; gw;wp ftdkhf ,Uf;fTk; 

(cjhuzkhf Norton Anti-Virus ,J mtw;iw gjptpwf;fk; nra;Ak;gb cq;fisf; Nfl;L epw;Fk;). ,it gw;wp 

,e;epWtdq;fspypUe;J mwpe;J nfhs;Sq;fs;> khwhf kpd;dQ;rypy; ve;j gjpYk; mDg;g Ntz;lhk;.

,t;thwhd milahs jpUl;Lf;fspd; ghjpg;ig ehk; Kw;W KOjhf xopj;J tpl KbahJ. Mdhy; ,tw;wpypUe;J vk;ikf; 

fhj;Jf; nfhs;s vk;ikAk; vk;ikr; Rw;wpAs;stu;fisAk; mit gw;wp tpopg;ila nra;a Ntz;Lk;. mit gw;wp fPNo rpy 

MNyhridfs; toq;fg;gl;Ls;sd . 



MNuhf;fpakhd njhopy;El;g mk;rq;fspy; cq;fSila juTfs; nry;Yk; ghijia Fiwf;f Ntz;Lkhapd; mij 

vq;fpUe;J Muk;gpg;gJ vd;W KbntLg;;gJ kpf fbdkhd xU tplak; MFk;. vq;fSila rhjdq;fs; ekJ jdpg;gl;l 

tho;f;ifAld; gpd;dpg;gpize;J fhzg;gLtjdhy; ,JNt mtw;wpy; rkepiyia cUthf;f cjTfpwJ. 

Data Detox Kit  vdg;gLtJ ehk; midtupdhYk; mZff;$ba kpf vspa xU fUtpahFk;. ,J MNuhf;fpakhd 

,izaj;ij tpUk;gp ePq;fs; vLf;ff;$ba xt;nthU mbapd; %yKk; cq;fis me;j ,lj;Jf;F vLj;J nry;fpwJ. ,J 

cq;fs; b[pl;ly; tho;f;ifapd; ntt;NtW tifahd mk;rq;fisf; nfhz;L cq;fsJ njhiyNgrpapy; ePq;fs; nrytpLk; 

Neuj;ijf; nfhz;Lk;> ePq;fs; gad;gLj;Jk; Nritfisf; nfhz;Lk;> ePq;fs; toq;fpa flTr; rPl;ilf; nfhz;Lk; xU 

KOikahd mZFKiw xd;iw cUthf;Fk;. 

,e;j Data Detox Kit MdJ Tactical Tech vDk; ru;tNjr ,yhg Nehf;fw;w epWtdk; xd;wpdhy; cUthf;fg;gl;lJ. 

,e;epWtdkhdJ rptpy; r%fk; kw;Wk; rhjhuz gpui[fSf;F njhopy;El;gj;jpdhy Vw;gLj;Jk; jhf;fq;fs; gw;wpa 

tplaq;fspy; jdJ Ntiyfis Kd;dfu;j;jpf; nfhz;L nry;fpwJ. 

,jd; gjpg;Gf;fs; lr;R> gpnuQ;R> N[u;kd;> ,e;NjhNdrpad;> Nehu;Nt> Nghyhe;J> Nghu;j;Jf;fP];> ];ghdp]; kw;Wk; RtPld; 

nkhopfspYk; gpuRupf;fg;gl;bUf;fpd;wd. datadetox@tacticaltech.org vDk; kpd;dQ;ry; KfupapD}lhf ePq;fs; tpUk;gpa 

nkhopapy; PDF tifahd gpujpnahd;iwf; Nfl;L tpz;zg;gpf;fyhk; vd;gNjhL kl;Lky;yhky; ,tw;iw ePq;fs; vq;Nf vd;d 

tplaj;Jf;F ghtpf;fg; NghfpwPu;fs; vd;w tplaj;ijAk; Fwpg;gpl;lhf Ntz;Lk;.

4 Source: http://www.digitalresponsibility.org/how-to-avoid-online-identity-theft 
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b[pl;ly; KjYjtpg; ngl;b vd;w tplak; ntspapy; tUtjw;Ff; fhuzk; ahnjdpy; ,j;Jiwapy; xU NghJkpy;yhj 

mstpw;F mjpf vz;zpf;ifahdtu;fs; jw;fhyj;jpy; <LgLfpd;wdu;> vdNt ahuhtJ xUtUf;F b[pl;ly; Jiwapy; 

ghjpg;Gfs; Vw;gl;L mtu;fSf;F cjtpfs; Njitg;gLkplj;J cupa Ntisapy; cjtpia toq;f Ntz;Lk; vd;gjw;fhfNt 

,J mwpKfk; nra;ag;gl;lJ. ,t;thwhd epiyapy; me;j ghjpf;fg;gl;l egu; vd;d nra;tJ? vq;Nf nry;tJ vd;gJ gw;wpj; 

njsptpy;yhky; fhzg;gLthu;> vdNt mt;Ntisapy; ,J kpfTk; cWJizahf mikAk;. ,e;j eilKiwia 

cUthf;Ftjw;fhd gpd;dzpahf mike;jJ ahnjdpy; ve;j xUtUf;Fk; mtru epiynahd;wpypUe;J jk;ikg; ghJfhj;Jf; 

nfhs;tjwjfhd Njit cs;sJ vd;gNjhL kl;Lky;yhky; mtu;fSf;F VjhtJ mtru Njitfs; Vw;gLkplj;J 

mj;Njitfis G+u;j;jp nra;J nfhs;s NritfisAk; ngw;Wf; nfhs;s tha;g;G trjp fhzg;gl Ntz;Lk; vd;gjhFk;. 

,e;j b[pl;ly; KjYjtpg; ngl;bahdJ ahuhtJ ,j;JiwapYs;s xUtUf;F Vw;glf;$ba nghJthd gpur;rpidfSf;F 

Kjw;fz;zhf toq;ff; $ba my;yJ me;epiyiaj; jLf;ff;$ba trjpfis Vw;gLj;j Ntz;Lk; vd;gJ MFk;. ,t;Tjtpg; 

ngl;bahdJ kdpj cupik nraw;ghl;lhsu;fs;> r%f nraw;ghl;lhsu;fs;> Clftpayhsu;fs;> Nghd;Nwhu;fSf;F jhk; 

Rakhf jq;fSf;F Mgj;J tpistpf;ff;$ba tplaq;fisg; gw;wp fz;lwpe;J nfhs;tjw;fhfNt cUthf;fg;gl;Ls;sjhFk;. 

mJ khj;jpuky;yhky; vtuhtJ xUtu; ghjpf;fg;gl;bUg;gpd; mtUf;F cldbahf toq;fg;gl Ntz;ba NritfSk; ,jpy; 

cs;slf;fgl;Ls;sJ. 

,e;jj; njhFjpahdJ vt;thW ghJfhg;ghd njhlu;ghliy Nkw;nfhs;tJ vd;w tplaj;jpy; Muk;gpj;J mtw;Wf;fhd 

cjtpfis ngw;Wf;nfhs;tJ gw;wpAk; Fwpg;gpLfpwJ. mjd; gpd;du; ,J fzf;Ffis flj;jy;> rhjdq;fis gwpKjy; 

nra;jy;> Mgj;ij tpistpf;Fk; tplaq;fspypUe;J vt;thW ghJfhg;G ngWtJ vd;gJ gw;wpAk; Fwpg;gpLfpwJ.  

,f;Nfs;tpfs; Ra kjpg;gPnlhd;iw Nkw;nfhs;tjd; %yk; cq;fis topg;gLj;Jk; my;yJ ePq;fs; vjpu;nfhs;Sk; 

rthy;fisg; gw;wp Kjypy; gjpyspf;f ,Ug;gtu;fSf;F njupag;gLj;Jk;. ,J rpf;fy;fis Gupe;J nfhs;tjwfhd Muk;g 

eltbf;ifshf mikfpwJ. ,jpy; gad;gLj;jg;gLk; eilKiwfs; xU epGzuplk; vt;thW cjtpfisg; ngw;Wf; nfhs;tJ 

vd;gJ gw;wpAk; Fwpg;gpLfpwJ.

,e;j KjYjtpapy; fhzg;gLk; tplaq;fs; xU rpf;fyhd epiynahd;wpd; NghJ epiyikfis mwpe;J njupe;J 

nfhs;tjw;fhd Muk;gfl;l cjtpfis cq;fSf;F toq;FfpwJ. ,jd; %yk; ePq;fs; Muk;gj;jpNyNa tplaq;fis mwpe;J 

mjw;Nfw;w nraw;ghLfis Nkw;nfhs;s KbAk;. ,jpYs;s VjhtnjhU tpalq;fSf;F vt;thW mtw;iw ntw;wp nfhs;tJ 

vd;gJ gw;wp cq;fSf;F njspTfs; fhzg;gltpy;iyahapd; clNdNa mjpy; ghz;bj;jpak; ngw;w xUtuplk; cjtpiag; 

ngw;Wf; nfhs;Sq;fs; my;yJ ,tw;iw cUthf;fpatu;fsplk; njupag;gLj;Jq;fs;. 

,t;thW RakhfNt tplaq;fis fz;lwpaf;$ba ,e;j nraypfs; Clftpayhsu;fs;> gpnshf; vOJgtu;fs;>  r%f 

nraw;ghl;lhsu;fs; kw;Wk; kdpj cupikfs; nraw;ghl;lhsu;fs; Nghd;w midj;J rhuhu;fSf;Fk; b[pl;ly; cyfpy; 

,lk;ngWk; tplaq;fs; gw;wpa njspitAk; tpsf;fq;fisAk; nfhLg;gjhf mika Ntz;Lk;. ,jd; %yNk b[pl;ly; 

cyfpy; fhzg;gLk; Mgj;J tpistpf;ff;$ba tplaq;fspypUe;J jq;fisg; ghJfhj;J Mgj;jw;w xU #oiy ehk; 

vy;NyhUf;fhfTk; cUthf;fpf; nfhs;s KbAk;.

rk ;gtf ; fw ;if 2: b[pl ;ly ; 

KjYjtpg ; ngl ;b

More: https://www.digitaldefenders.org/digitalfirstaid/
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,iza ghJfhg;G vdg;gLtJ tplaq;fs; kw;Wk; Kiwikfis cs;slf;fpaJ. ,iza Kd;ghJfhg;G vdg;gLtJ 

kf;fisg; gw;wpaJ.

b[pl;ly; ghJfhg;G kw;Wk; ,izag; ghJfhg;G Mfpa ,uz;Lk; ghtidahsu;fs;> Nrit toq;Feu;fs; kw;Wk; 

njhopy;El;g Nrit Mfpatw;Wf;fpilapyhd njhlu;Ggl;l vy;NyhuhYk; Nkw;nfhs;s Ntz;ba $l;Lg; gq;fhz;ik 

MFk;.  ey;ynjhU b[pl;ly; ghJfhg;G kw;Wk; ,izag; ghJfhg;G vd;gtw;Wf;F ghtidahsu;fspd; gq;Fgw;wy;> 

flg;ghL kw;Wk; mtjhdk; Mfpait kpf Kf;fpakhdJ MFk;.

cWjpahd flTr;nrhy;> ,U top mq;fPfhuk;> juT kiwFwpahf;fy; kw;Wk; fhyj;Jf;F fhykhd juT kPsg; ngwy; 

Nghd;wd xt;nthU b[pl;ly; ghtidahsu;fSk; fl;lhak; Nkw;nfhs;s Ntz;ba MNuhf;fpakhd eilKiw MFk;. 

NkYk; ,J ey;ynjhU MNuhf;fpakhd b[pl;ly; Kiw vd;Wk; miof;fg;gLk;.

b[pl;ly; ghJfhg;G kw;wk; fzdp ghJfhg;G gw;wpa mjpfsthd ,ytr MNyhridfSk; mwpTWj;jy;fSk; 

,izajsq;fspy; ngw;Wf; nfhs;syhk;. vt;thwhapDk; ,jpYs;s Kf;fpa tplak; ahnjdpy; ePq;fs; - mjhtJ 

ghtidahsu;fs;.
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,e;jg;ghlj;jpl;lj;jpd; ,Wjpapy; ePq;fs; gpd;tUk; tplaq;fs; gw;wpa njsptpidg; ngWtPu;fs;

b[pl;ly; ghJfhg;G kw;Wk; fzdp ghJfhg;G vd;gJ ghtidahsu;> gadhsu;fs; kw;Wk; njhopy;El;g Nrit 

vd;gtw;Wf;fpilapyhd gfpug;gl;l nghWg;Gzu;r;rp MFk;. ePq;fs; ,jid Vw;Wf; nfhs;fpwPu;fsh? fye;JiuahlTk;.

ePq;fs; vg;NghjhtJ fzdp itu]; my;yJ fzdpfSf;F ghJfhg;G tpistpf;ff;$ba Vjhtnjhd;wpd; %yk; 

ghjpf;fg;gl;l rk;gtq;fs; ,lk;ngw;Ws;sdth? mt;thwhd epiyia ntw;wp nfhs;s vt;tifahd cj;jpfis ePq;fs; 

my;yJ cq;fsJ epWtdk; Nkw;nfhz;Ls;sJ?

cq;fs; b[pl;ly; Nritfspy; VNjDk; Fwpahf;fj;ij Nkw;nfhz;Ls;sPu;fsh? mg;gbahapd; cq;fsJ mEgtj;ijg; 

gfpu;e;J nfhs;Sq;fs;?

juT my;yJ jdpAupik kPwg;gl;lhy; cq;fshy; vd;d tifahd tplaq;fis Nkw;nfhs;s KbAk;? cq;fSf;Nfh 

my;yJ cq;fs; epWtdj;Jf;Nfh VjhtJ Mgj;jpypUe;J ghJfhj;Jf;nfhs;sf;$ba jpl;lq;fs; fhzg;gLfpwjh?

b[pl;ly; milahs jpUl;Lf;fs; gw;wpa VNjDk; epfo;Tfs; cq;fSf;F ,lk;ngw;wpUf;fpwjh? mJ vt;thW 

,lk;ngw;Ws;sJ? mij kPl;Lf;nfhs;sy; ve;j tifapy; rhj;jpakhdJ?

ePq;fs; tPl;bypUe;Njh my;yJ mYtyfj;jpypUe;Njh NtW ,lq;fSf;F nrd;W nghJ wi fi fisg; gad;gLj;Jgtuh? 
mg;gbahapd; ve;j tifahd Kd;dhaj;jq;fis ePq;fs; Nkw;nfhz;Bu;fs;?

fye ;Jiuahly ; 

tplaq ;fs ;

,t;tplaq;fs; gw;wpa Nkyjpf tplaq;fis mwpe;J nfhs;Sk; nghUl;L fPo;tUk; fye;Jiuahly; tplaq;fis 

mtjhdpj;Jf; nfhs;Sq;fs;.

fw ;wy ; 

gyd;fs ;
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MNuhf;fpakhd b[pl;ly; : ,iza topapy; ghJfhg;ghf ,Ug;gjw;fhd top Kiwfs;

Book by Ed Gelbstein (2013)
http://index-of.co.uk/IT-managment/good-digital-hygiene.pdf 

Norton ,iza ghJfhg;G mwpTWj;jy;fs; 
https://us.norton.com/internetsecurity

$Fs; ghJfhg;G epiyak; ($Fs; fzf;F itj;jpUg;gtu;fSf;F kl;LNk)
https://support.google.com/

cs; ngl;bf;Fs; ghJfhg;G> r%f nraw;ghl;lhsu;fSf;Fk; kdpj cupikfs; ghJfhg;ghsu;fSf;Fkhd topfhl;b
https://www.frontlinedefenders.org/en/digital-security-resources

cq;fsJ md;l;nuha;l; njhiyNgrpapy; fhzg;gLk; b[pl;ly; Mgj;Jf;fs; ,Ug;gpd; mjw;fhd Fil
https://secfirst.org/

Clftpayhsu;fSf;fhd jfty; ghJfhg;G ifE}y; 
http://www.tcij.org/resources/handbooks/infosec

Electronic Frontier Foundation’s  ,dJ fz;fhzpg;Gj; jw;fhg;G
https://ssd.eff.org/en

ey;ynjhU b[pl;ly; Rfhjhuk; gw;wpa cjtpf; Fwpg;Gf;fs;
https://wiobyrne.com/digital-hygiene/ 

Electronic Intifada ,dJ Mu;tyu;fSf;fhd b[pl;ly; ghJfhg;G
https://electronicintifada.net/content/guide-online-security-activists/17536

Nkyjpf 

thrpg ;GfSf;fhf
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