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b[pl;ly; ghJfhg;Gb[pl;ly; ghJfhg;G

mwpKfk;mwpKfk;

VNjDk; b[pl;ly; rhjdj;jpid ehq;fs; gad;gLj;Jk; NghJ vq;fsJ 

FLk;gq;fs; rhu;e;j Kf;fpakhd jfty;fis cs;Eiof;fpNwhk;. ,J 

Mf;fG+u;tkhd glq;fs; kw;Wk; tPbNahf;fisAk; nfhz;bUf;ff; $Lk;. 

vq;fsJ juTfs; kw;Wk; rhjdj;jpid ghJfhf;f Ntz;baJ Kf;fpakhdJ. 

vy;NyhUk; ,izfpw xU ,lkhf tiyj;jsk; fhzg;gLtjhy; mjdJ 

ghJfhg;G Fwpj;J ehk; ftdk; nrYj;j Ntz;baJ mtrpak;. vq;fsJ 

,iza ghJfhg;G njhlu;ghf vg;NghJk; tpopg;Gld; ,Ug;gNjhL> ,iza 

ghJfhg;G kw;Wk; b[pl;ly; ghJfhg;G vd;gd Fog;gkhd tplaq;fsy;y. 

GJ mr;RWj;jy;fs; tpNrlkhf ,izaj;jpy; Vw;glf;$bajhy; vkJ 

b[pl;ly; mikg;Gfs; ghJfhg;ghf cs;sdth vd mbf;fb gupNrhjpj;jy; 

Kf;fpakhFk;.













fw;Wf; nfhz;l ghlq;fs;fw;Wf; nfhz;l ghlq;fs;

	» typikahd flTr; nrhw;fs; vq;fsJ fzf;fpidg; ghJfhf;f 

mtrpak; 

	» Two-factor authentication Kiwapid cgNahfpj;jy;. ,J 

vd;dntdpy; cq;fsJ njhiyNgrp ,yf;fk; my;yJ kpd;dQ;ry; 

Kftup njhlu;ghf ufrpa ,yf;fk; Nkyjpfkhff; Nfl;fg;gLk;. 

	» Apps fspd; ; ghJfhg;G  mikg;Gfis update nra;J nfhs;sy;. 

	» jdpg;gl;l jfty;fis online ,y; gfpUk;NghJ ftdkhf nraw;gly;.

	» ghJfhg;gw;w tiyj;jsq;fs; njhlu;ghf mtjhdkhf nraw;gly;.

	» njupahj tiyj;jsq;fspy; ,Ue;J nkd;nghUl;fisj; jutpwf;fk; 

nra;Ak; NghJ mtjhdkhf nraw;gly;. 

	» Virus jLg;Gf;fisg; gad;gLj;jy;.





ngha;ahd nra;jpngha;ahd nra;jp

mwpKfk;mwpKfk;

b[pl;ly; mwptpd; (b[pl;ly; mikg;Gfs; Fwpj;j mwpT) Kf;fpakhd tplak; 

jftiyj; NjLtJ kl;Lky;y jftyJ cz;ikahd jd;ikiaAk; mjd; 

%yj;ijAk; mwpe;J nfhs;tjhFk;.

ngha;ahd nra;jp  vd;gJ xU gpugykhd nrhy;. ,J gy;NtW topfspy; 

fhzg;glyhk; 

	» jtwhd jfty;fs; (Ntz;Lnkd;Nw gug;gg;gLk; ngha;fs;)

	» gpioahd jfty;fs; (njupahky; gug;gg;gLtd)

	» jPa jfty;fs;  (r%fj;jpy; jPq;F Vw;gLj;Jtjw;nfd gug;gg;gLk; 

ngha;fs;;)

ngha;ahd nra;jpfs; ,t; 21 Mk; E}w;whz;by; gug;gg;gLfpd;wdthf mika 

r%f tiyj;jsq;fSk; topaikf;fpd;wd. ,it r%f td;KiwfSf;F 

tpj;jpLtdthfTk; mike;J tpLfpd;wJ.















ngha;ahd nra;jpia milahsk; fhz rpy topKiwfs;ngha;ahd nra;jpia milahsk; fhz rpy topKiwfs;

	» Qhdkw;w nra;jpfs; njhlu;gpy; ftdkhf ,Uj;jy;.

	» nra;jpia ntspapl;l nra;jpj; jsk; njhlu;ghf ftdk; nrYj;jy;.

	» ngha;ahd nra;jpj; jsk; njhlu;gpy; ftdkhf ,Uj;jy;.

	» fijAld; xj;Jg;Nghfhj jiyg;Gfs; njhlu;gpy; ftdkhf ,Uj;jy;.

	» toikf;F khwhd nrhy; jtWfs; 

	» Nfhgj;jpid cz;L gz;zf; $ba jiyg;Gf;fs; njhlu;gpy; mtjhdkhf 

,Uj;jy;.

	» Kf;fpa];ju;fspd; ngau;fisg; ghtpj;Jg; ngha;ahfj; jahupf;fg;gl;l 

fzf;Ffis gad;gLj;jpg; gug;gg;gLk; ngha;fs; njhlu;gpy; ftdkhf 

,Uj;jy;.

	» glj;jpid Google nra;jy;

	» re;Njfk; ,Ug;gpd; ePq;fs; ek;Gk; %yj;Jld; cWjpg;gLj;jTk;

fw;Wf; nfhz;l ghlq;fs;fw;Wf; nfhz;l ghlq;fs;







,iza ghjr; RtL,iza ghjr; RtL

mwpKfk;mwpKfk;

xt;nthU ehSk; ,izankd;gJ vk; tho; ehspy; jtpu;f;f 

Kbahnjhd;whfpwJ. cq;fsJ ghjr; RtLfis ePq;fs; ,izaj;jpy; 

tpl;Lr; nry;fpwPu;fs;. r%f tiyjsj;jpy; ePq;fs; ,Lk; gjpTfs;> skype 
miog;Gfs;> kpd;dQ;ry; ghtid Nghd;wtw;iw nrayp ghtidfsJ 

tuyhwpd; (history) %yk; kw;wtu;fs; ghu;f;ff; $Lk;. rpy fk;gdpfs; 

cq;fsJ tpUg;G ntWg;Gf;fisj; njupe;J nfhz;L mjw;Nfw;whw;Nghy; 

cq;fSf;F tpsk;guq;fisf; fhl;bl ,J toptFf;Fk;. 
 
https://www.internetsociety.org/tutorials/your-digital-footprint-matters/











ghjr; RtLfis Kfhikj;Jtk; nra;jy;ghjr; RtLfis Kfhikj;Jtk; nra;jy;

	» ePq;fs; ePq;fshfNt ,Uq;fs; Mdhy; NgRk;NghJ ftdkhf 

kupahijAld; NgRjy;.

	» jdpg;gl;l mikg;Gfis (privacy settings) rupghu;j;Jf; nfhs;Sjy;

	» ePq;fs; gad;gLj;Jk; njhlu;ghd xU gl;bapiyg; Ngzy; kw;Wk; 

ghtidapypy;yhj fzf;Ffis mopj;jy; 

	» cq;fsJ jfty;fis mZFNthu; njhlu;ghf tpopg;Gld; ,Uj;jy;

	» cq;fisg;gw;wp Google nra;J ghUq;fs;- rpy Ntisfspy; ePq;fs; 
Mr;rupag;glyhk; 

	» ePq;fs; VjhtnjhU Gifg;glk;> gjpT vd;gdtw;iw

,izaj;jpD}lhf mDg;Gk; NghJ vg;NghJk; ,izaj;jpy; ,Uf;Fnkd 

epidtpw; nfhs;sTk;.

fw;Wf; nfhz;l ghlq;fs;fw;Wf; nfhz;l ghlq;fs;







b[pl;ly; ey;tho;Tb[pl;ly; ey;tho;T

mwpKfk;mwpKfk;

md;whl tho;tpy; b[pl;ly; rhjdq;fisg; gad;gLj;Jk; NghJ mJ vkJ 

kd cly; Rfhjhuj;Jf;F ghjpg;Gz;lhf;fhj tifapy; Kfhikj;Jtk; 

nra;a Ntz;Lk;. mjpf Neuk; fzdpf;F Kd; mku;tJ cly; Rfhjhu  

Nfl;Lf;F toptFf;Fk;.















	» Nghjpa ntspr;rKs;s fz;fs; $rhj xU ,lj;jpy; cq;fsJ 

fzdpfis itj;Jg; ghtpAq;fs;. Fwpg;ghf cq;fs; fz;fspypUe;J 

Rkhu; 20 Kjy; 30 mq;Fyk; (50 nrd;up kPw;wu; Kjy; 76 nrd;wp kPw;wu;) 

J}uj;jpy; fzdpia itj;Jf; nfhs;Sq;fs;.

	» cq;fsJ fz;fisg; ghJfhj;Jf; nfhs;tJk; Kf;fpakhd mk;rkhFk;. 

vg;nghOJk; fz;fis %b %bj; jpwg;gij kwe;J tplhjPu;fs;.

	» 20-20 Kiwapy; cq;fsJ fz;fSf;F Xa;tpidf; nfhLf;fTk;. 20 

mb J}uj;jpYs;s nghUnshd;iw xt;nthU 20 epkplq;fSf;Fk; 20 

tpehbfSf;Fg; ghu;g;gjd; %yk; fz;fSf;F Xa;tpidf; nfhLf;fTk. 

	» ePq;fs; cwq;;Fk; NghJ ifalf;f njhiyNgrpiaNah my;yJ 

NtNwjhtJ rhjdq;fisNah cq;fsJ fl;bypNyh my;yJ cq;fSf;F 

mUfhikapNyh itj;Jf;nfhz;L cwq;f Ntz;lhk;. ,it cq;fsJ 

cwf;fj;ij fiyf;Fk; xU tplakhf miktJ khj;jpuky;yhky; 

,itfs; midj;ijAk; ePq;fs; cwq;Ftjw;F Fiwe;jJ ,uz;L 

kzpj;jpahyq;fSf;F Kd;ghtJ mizj;J tpLq;fs;.

	» Ntiy nra;J nfhz;bUf;Fk; Ntisapy; mbf;fb rpW gapw;rpfspy; 

<LgLq;fs;. ePq;fs; gbf;Fk; NtisapNyh my;yJ Ntiyapy; <LgLk; 

NtisapNyh rpwpa tifahd cly; mirTg; gapw;rpfspy; <LgLq;fs;.

fw;Wf; nfhz;l ghlq;fs;fw;Wf; nfhz;l ghlq;fs;







ntWg;Gg; Ngr;RntWg;Gg; Ngr;R

mwpKfk;mwpKfk;

xt;nthUtUk; jq;fSila vz;zq;fisAk; mgpg;gpuhaq;fisAk; 

gfpu cupikAilatu;fshtu;. Vw;Wf; nfhs;sg;glhjJ vd;dntd;why; 

td;Kiwiaj; J}z;Lk; tifapy; Ngrp ce;Jjy; mspg;gjidNaahFk;. 

,J nghJthf ntWg;Gg; Ngr;R vdg;gLfpwJ.

ntWg;Gg; Ngr;R vd;gJ ,izaj;jpYk;> rhjhuz epfo; tho;tpYk; 

fhzg;gLk;. Mf;fkpF gaDs;s tpku;rdq;fs; Vw;Wf; nfhs;sg;gLfpd;w 

mNj Ntis jPikf;F toptFf;Fk; ntWg;Gg; Ngr;R jtpu;f;fg;gl Ntz;ba 

xd;whFk;.











ntWg;Gg; Ngr;Rf;F ,izaj;jpy; gjpyspj;jy;

	»	 mjidg; gfpu Ntz;lhk;mjidg; gfpu Ntz;lhk;

,J jtwhdJ. Vnddpy; ePq;fs; ghtpf;Fk; thu;j;ijg; gpuNahfq;fs; 

kw;wtu;fisf; fhag;gLj;jf; $Lk;. cq;fisAk; gpur;rpidf;Fs; 

js;sf;$Lk;. 

	»	 mijj; jLf;fTk; mijj; jLf;fTk; (block it)
ntWg;Gg; Ngr;Rf;fis cq;fsJ r%f tiyj;js fzf;Ffspy; 

gjptpLgtu;fisj; jil nra;aTk;.

	»	 mwpf;ifaply;mwpf;ifaply; (report it)
r%f topfhl;ly;fis kPWtjhf ntWg;Gg; Ngr;R mikfpwJ.

	»	 miw$Tjy;miw$Tjy; (call it out)
xU gjptpd; %ykhf ePq;fs; mNjhL xj;Jg; Nghtjpy;iynad 

njspthf;fyhk;:

	◊ gjptpdJ cs;slf;fj;Jf;F vjpuhf NgRjy;.

	◊ cz;ikahd epfo;TfSld; ngha;ahd jfty;fSf;nfjpuhf 

miw$typly;. ek;gj;jFe;j %yj;jpid (reliable source) 
Fwpg;gplTk;.

	◊ mtkhdg;gLj;Jk; tifapy; cuj;Jg; NgRtjpy; cq;fSf;F 

ek;gpf;ifapy;iynad cupa Kiwapy; ntspg;gLj;jTk;.

fw;Wf; nfhz;l ghlq;fs;fw;Wf; nfhz;l ghlq;fs;







b[pl;ly; <LghLb[pl;ly; <LghL (Digital Activism)

mwpKfk;mwpKfk;

<LghL vd;gJ gpur;rpidfis r%f murpay; khw;wq;fis nfhz;LtUk; 

Nehf;Fld; mikjpahd Kiwapy; mZFjyhFk;;. vjpu;ghu;f;fg;gl;l 

khw;wkhdJ r%f> Njrpa my;yJ ru;tNjr uPjpahdjhf mikayhk;. 

b[pl;ly; <LghL my;yJ ,iza <LghL vd;gJ ,izaj;jpid 

tpopg;Gzu;Tr; nrad;Kiwf;fhfg; gad;gLj;JtjhFk;.















ntw;wpfukhd ,iza nraw;ghl;lhsu;fshy; gpd;gw;wg;gl;l rpy 

je;jpNuhghaq;fs; rpy fPo;tUkhW.

,izaj;jpd; %ykhd kDf;fs;,izaj;jpd; %ykhd kDf;fs;:

rupahd gjpy; toq;fg;gl;lhy; ,J xU ngupa fUtpahFk;. rpy kDf;fs; 

Mapuf; fzf;fhNdhuhy; ifnahg;gkplg;gl;litahFk;. ,tw;iw 

murhq;fj;jpdhNyh my;yJ ngupa fk;gdpfshNyh ,yFthf cjhrPdg; 

gLj;j KbahJ.

Hashtags:

xU rpwe;j hashtag MdJ Twitter, Instagram, Facebook, Reddit kw;Wk; 
Youtube ,y; kf;fshy; rupahd nra;jpiag; ngw;Wf; nfhs;sTk; gfpug;gLk; 
jftypid ntt;NtW jiyg;Gfspd; fPo; ngw;Wf;nfhs;sTk; cjTk;.

fw;Wf; nfhz;l ghlq;fs;fw;Wf; nfhz;l ghlq;fs;







,iza Ruz;ly; kw;Wk; td;Kiw,iza Ruz;ly; kw;Wk; td;Kiw

mwpKfk;mwpKfk;

,iza Jd;GWj;jy;fnsd;gJ b[pl;ly; rhjdq;fisg; gad;gLj;jp 

xUtiu Jd;GWj;jy; my;yJ J~;gpuNahfk; nra;jy; vd;gijf; Fwpf;Fk;. 

jPikahd Jd;GWj;jy; nra;Ak; gof;ftof;fq;fs; ; tje;jpfisg;  gjptply;> 

mr;RWj;jy;> my;yJ xUtUila jdpg;gl;l jfty;fis mtu;fsJ 

rk;kjkpd;wp ,izaj;jpy; gjptpwf;fy; vd;gtw;iw cs;slf;Fk;. rpyu; 

rka> nkhop> my;yJ  ghy;epiyapd; mbg;gilapy; Jd;GWj;jy;fSf;F 

cs;shff; $Lk;.

,iza Jd;GWj;jy;fshy; ePq;fs; ghjpf;fg;gl;ltuhapd;> ePq;fs; nra;af; 

$bad:

	» ngupatu;fSf;Fj; njupag;gLj;jy; (cq;fSila Mrpupau; my;yJ 

ngw;Nwhu;).

	» ePq;fs; 18 taJf;Ff; Fiwe;jtuhapd; Njrpa rpWtu; ghJfhg;G mjpfhu 

rigf;F mwpf;ifaply;. 

	» ePq;fs; 18 taJf;F Nkw;gl;ltuhapd; nghyp]; Fw;wtpay; tprhuizg; 

gpuptpd; ,izaf; Fw;wq;fSf;Fg; nghWg;ghd gpuptplk; mwpf;ifaply;

	» Sri Lanka Computer Emergency and Readiness Team ,w;F mwpf;ifaply;.

















	» ePq;fs; tw;GWj;jg;gl;lhy;> mjid screenshot vLj;Jf; nfhs;sTk;. 
,J Kf;fpakhd Mjhuk;.

	» ele;j rk;gtk; gw;wpa gjptpidg; Ngzy;. nrhy;yg;gl;ltw;iwj; jpfjp 

kw;Wk; Neuj;Jld; vOjpf; nfhs;sy;> screenshot vLj;jy;.

fw;Wf; nfhz;l ghlq;fs;fw;Wf; nfhz;l ghlq;fs;





milahsj; jpUl;Lmilahsj; jpUl;L

mwpKfk;mwpKfk;

milahsj; jpUl;lhdJ ,izaj;jpYk;> rhjhuz tho;tpYk; ,lk;ngw 

KbAk;. mJ xUtUila jfty;fis mtu;fsJ rk;kjkpd;wp 

Nrfupj;J Fw;wr; nray;fSf;F gad;gLj;Jtijf; Fwpf;fpwJ. 

cjhuzkhf NtnwhUtuJ fldl;ilfsJ jfty;fis gad;gLj;jYk; 

jd;Dilajpy;yhj kw;wtu;fsJ gzj;ij nrytopg;gJ Nghd;witahFk;.

milahsj; jpUl;L gy;NtW topfspy; ,lk; ngwyhk;> mjpy; xU top 

phishing. ,k; KiwahdJ Fw;wkpiog;gtu;fshy; xU rl;lG+u;tkhd 

epWtdkhfj; jq;fis Kd;itg;gjd; %yk; (xU tq;fp my;yJ xU fk;gdp 

Nghd;W) xU Md;iyd; fzf;Fjhuiu Vkhw;Wk; eltbf;if MFk;. ,J 

kpd;dQ;ry; my;yJ FWQ; nra;jpiag; gad;gLj;jpr; nra;ag;gLtNjhL epjp 

epiy njhlu;ghd jfty;fis cs;Eiof;Fk;gb Nfl;gitahf mikAk;. 









Phishing ,w;F vjpuhd rpy cghaq;fs;,w;F vjpuhd rpy cghaq;fs;
 

	» jdpg;gl;l tq;fp tpguq;fis cs; Eiof;Fk;gb Nfl;;Fk; re;Njfj;Jf;Fupa 

,iza ,izg;Gf;fis (URL) mZFk;NghJ ftdkhf ,Uf;f 

Ntz;Lk;.

	» re;Njfj;Jf;Fupa gupkhw;wq;fisf; fz;Lgpbg;gjw;F tq;fp tpguq;fs; 

kw;Wk; fldl;il tpguq;fis vg;NghJk; mtjhdpj;jy;.

	» gzgupkhw;wq;fSf;F ghJfhg;ghd tiyj;jsq;fisg; gad;gLj;Jjy;. 

nghUl;fis nfhs;tdT nra;a fldl;il tpguq;fis cs;Eiog;gjhapd;> 

tiyj;js %iyapy; (browser's status bar) G+l;bd; (lock) milahsk; 

fhzg;gl Ntz;Lk;. mt;thW ,y;yhtpbd; cq;fsJ tpguq;fis 

cs;Eiof;f Ntz;lhk;.

	» Gfo;ngw;w epWtdq;fs; mjhtJ tq;fp my;yJ gy;fiyf;fofk; 

Nghd;wtw;wpypUe;J jdpg;gl;l tpguq;fisf; NfhUk; kpd;dQ;ry;fSf;F 

gjpyspf;fNth my;yJ ,izg;Gf;fis mOj;jNth Ntz;lhk;. Fwpj;j 

tq;fp my;yJ gy;fiyf;fofj;ijj; njhiyNgrpapy; njhlu;G nfhz;L 

mJ njhlu;ghf Nfl;fTk;.

	» nghJ mwpTld; nraw;glTk;: "cq;fsJ fldl;ilfsJ jfty;fis 

cs;Eiotjd; %yk; epr;rakhf ghupRf;F (Paris) ,ytr Rw;Wg;gazk; 

Nkw;nfhs;Sq;fs;" Nghd;wit ngha;ahd xU NkhrbahFk;.

	» nghJ wi-fi ,id ghtpf;Fk;NghJ jdpg;gl;l jfty;fis mDg;g 

Ntz;lhk;. nghJ wi-fi MdJ ghJfhg;G Fiwe;jJk; ,yFthf ,izaj; 

jhf;fj;Jf;Fl;glf; $baJkhFk;.

	» Norton Anti-Virus Nghd;w fk;gdpfspypUe;J tUtjhf ntspg;gLj;Jk; 
kpd;dQ;ry; %ykhf VjhtJ xd;wpid jutpwf;fk; (download) nra;af; 
Nfl;gpd; mJ njhlu;ghf cupa fk;gdpiaf; Nfl;fTk;.

fw;Wf; nfhz;l ghlq;fs;fw;Wf; nfhz;l ghlq;fs;
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