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äðg,a wdrlaIdj 
;r lsÍu

wka;¾cd,h hkq f;dr;=re yqjudre lr.; yels mßÈ úoHq;a jYfhka tlsfkl y iïnkaO ù we;s 

f.da,Sh mß.Kl cd,hls'  

wka;¾cd,h" fN!;sl f,dalfha§ ;eme,a moaO;shl l%shd;aul ùu yd iudk h' tfy;a" th m‚jqv 

fnodyßkafka wdf,dalfha fõ.fhks' tfia u th w;s ishqï h' ;eme,a fiajhl§ ck;djg tlsfkld fj; ,shqï 

ljrj, oeuQ m‚jqv heùu lrkq ,efí' wka;¾cd,fha§ th isÿ jkafka mß.Klfhka mß.Klhg l=vd äðg,a o;a; 

melÜ heùfuks'

f.da,Sh wka;¾cd,h iu. tlsfklg fjkia Wmdx. ì,shka .Kkla iïnkaO ù ;sfí' ta w;r iqmsß mß.Kl" fvialafgdma" 

,emafgdma" geí,Ü jeks fm!oa.,sl mß.Kl iy oyia .Kkla ksIamdolhka úiska ksmojkq ,nk úfYaI Wmdx. ;sfí'   

fuu tlsfklg fjkia Wmdx. w;r o;a; yqjudre lsÍu ms‚i" ta ieu úiska ^TCP$IP   - Transmission Control 
fm%dfgdflda,$Internet fm%dfgdflda,& hk ;dlaI‚l m%ñ;sh Ndú;d lrkq ,efí' thg iïnkaO jk iEu WmlrKhlg u 

wka;¾cd,fha fm%dfgdflda,hla fyj;a ,smskhla ;sfí' 

Tn ,smshla ;eme,a lrk úg" ;eme,a moaO;sh úiska ish¨ ixúOdk lghq;= yiqrejkq ,efí' Tng tu ,sms tl;= lr.kakd 

wdldrh" f;dark wdldrh" m%jdykh lrk wdldrh iy wjidkfha§ fnodfok wdldrh .ek is;Sfï wjYH;djla ke;' ta yd 

iudkj u wka;¾cd, o;a; melÜ o úúO /yeka" rjqgr ^routers& iy fydiaÜ mß.Kl ^host computers& yryd 

iïfma%IKh ù .ukdka;hg <Õd fõ' 

2018 wjidkh jk úg" ì,shk 3'9la ck;dj wka;¾cd,h mßyrKh l< w;r" rch" iud.ï" mqKHdh;k iy fjk;a ixúOdk 

jeks fldaá .Kka wdh;k o ta w;r úh' ta w;ßka jeä fofklaf.a fjí mßyrKh lsÍfï w;aoelSu wdrlaIs; iy ;Dma;su;a úh' 

tfy;a fndfyda ixLHdjla mßYS,lhka isák úg iy fndfyda Wmdx. wka;¾cd,hg iïnkaO ù we;s úg jerÈ isÿ úh yels h' 

äðg,a wdrlaIdj fyda ihsn¾ wdrlaIdj tys§ jeo.;a h' 

ihsn¾ wdrlaIdj moaO;s yd øjH iïnkaO fohla jk w;r  ihsn¾ iqrlaIs;nj ñksiqka iïnkaO ldrKdjls' fuu fudähq,fha§ 

wm wdjrKh lrkafka äðg,a wdrlaIdj ms<sn| uQ,O¾uhs' ^Tnf.a äðg,a moaO;s yd WmlrK wdrlaId lr.ekSu&' B<Õ 

fudähq,h ihsn¾ iqrlaIs;nj ms<sn| jk w;r tu.ska äðg,a fiajd Ndú;d lsÍfï§ mqoa.,hka wdrlaId lr.ekSu ms<sn| idlÉPd 

lrkq we;'  
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äðg,a wdrlaIdj ^fuhg f;dr;=re ;dlaIK 
wdrlaIdj hhs o lshkq ,efí'&( hkq" äðg,a jYfhka 
.nvd lr ;sfnk f;dr;=re wdrlaId lsÍug yd 
/ljrKhg l%u l%shd;aul lsÍuhs' fuu Wmdx. 
wka;¾cd,hg iïnkaO ù fyda iïnkaO fkdù ;sìh 
yels h' mß.Kl ixo¾Nhl§" wdrlaIdj hkq fN!;sl fuka u  
ihsn¾ wdrlaIdj o fõ'

ihsn¾ wdrlaIdj( wka;¾cd,hg iïnkaO äðg,a Wmdx. wdrlaId 
lr.ekSu i|yd .kq ,nk mQ¾j wdrlaIl mshjr ihsn¾ 
wdrlaIdjhs' úfYaIfhka u mß.Kl moaO;s iy o;a; fj; wkjir 
m%fõYh fyda m%ydr thg wh;a fõ' 

la,jqâ mß.Kl hkafkka woyia jkafka o;a; yd jevigyka .nvd 
lsÍu iy tajd fj; msúiSu mß.Kl oDV ;eáhla u.ska lrkq 
fjkqjg wka;¾cd,h yryd lsÍuhs' fuys§ la,jqâ hkq wka;¾cd,h 
i|yd fhfok rEmlhla mu‚'

m%Odk 

fhÿï



äðg,a iy ihsn¾ wdrlaIdj  

ms<sn| uQ,O¾u

wm ´kEu äðg,a moaO;shla Ndú;d lrk úg wm thg o;a; we;=<;a lrkafkuq' tajd w;rg fm!oa.,sl o;a;" wm jev lrk 

ixúOdkj, ryiH ks, o;a;" ks¾udKd;aul wka;¾.;hka iy fjk;a j¾.j, o;a; ;sfí' wm mß.Kl moaO;shlg iïnkaO 

jk úg" ixúOdkhla ;=< jqj;a" f.da,Sh wka;¾cd,fha jqj;a" wmg fjk;a mqoa.,hkaf.a o;a; yuqfõ'  

wmf.a o;a; yd WmlrK wdrlaId lr.; hq;= w;r ta w;r u fjk;a whf.a o;a; yd WmlrKj, wdrlaIdj ms<sn|j o 

ie,ls,su;a úh hq;= h' wka;¾cd,h jeks tlsfkl iïnkaO cd,hl§" iEu flfkl=g u wdrlaIdj ms<sn| wjOdkh fhduq lsÍug 

isÿ fõ' óg fya;=j jkafka mßYS,lhkaf.a ÿ¾j,lï ksid iEu flfkl=g u ydks isÿ úh yels neúks' 

äðg,a iy ihsn¾ wdrlaIdj hkq yqfola wjir rys; m%fõYfhka wdrlaId ùu muKla fkdfõ' yÈis wk;=re u.ska o;a;j,g ydks 

ùu ms<sn| iy wjir iys; wm w;ska fyda o;a; yiqrejk fjk;a whl= w;ska o;a;j,g ydks isÿùu ms<sn|j o wm mßiaiï 

iy.; úh hq;= h' .xj;=r" .sks iy úÿ,s ier jeks fya;= u; o o;a;j,g ydks isÿ fõ' 

äðg,a iy ihsn¾ wdrlaIdj  hkq wê ixlS¾K wdrlaIK moaO;s msysgqjd.ekSu fkdfõ' we;eï úg" fyd|u úi|u b;d ;dlaI‚l 

tlla fkdjkakg bv ;sfí' úfYaIfhka u wka;¾cd,fha§" w¨;a ;¾ck u;= jk úg" wdrlaIl Ndú;djka kej; ;lafiare 

lr.ekSu o jeo.;a h'  

fyd| äðg,a iy ihsn¾ wdrlaIdj  i|yd mßYS,l ueÈy;aùu" j.lSu iy wjÈfhka lghq;= lsÍu wjYH nj u;l ;nd.kak' 

fuh" oDVdx. fyda uDÿldx. imhkakl=" f;dr;=re ;dlaIK jD;a;slhl= fyda moaO;s l<ukdlrejl= jeks fjk;a fiajdodhlhl= 

,jd lrjd.; yels fohla fkdfõ'  

äðg,a iy ihsn¾ wdrlaIdj i|yd wjYH ish¨ mshjr fuys ,ehsia;=.; l< fkdyels h' wka;¾cd,fha we;s ;rï Wmfoia ;sfí' 

my; idlÉPd lrkq ,nkafka uQ,sl mshjr lsysmhls' tu.ska ish¨ fokdg wjfndaO lr.; yels ir, m%fõYhla ,nd fohs

Source: https://wiobyrne.com/digital-hygiene/
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äðg,a ikSmdrlaIdj hkq hful=f.a äðg,a Wmdx." .skqï 
iy o;a;j, msßisÿlu" wmsßisÿlu úia;r lsÍug fhdok 
fhÿuls'

f.or§ fuka u fiajd ia:dkfha§ o äðg,a ikSmdrlaIdj 
jeo.;a h' wkdrlaIs; jQ tla .skqula fyda Wmdx.hla 
fya;=fjka Tnf.a .skqï fyda Wmdx.j,g fjk;a wh 
msúish yels h' fuh oafõIiy.; f,i l<fyd;a" thska 
woyia jkafka hful= Tnf.a o;a;j,g myr § f.dkq" 
uqrmo fidrlï lsÍu yd .skqï yela lsÍu fyda Bg;a jvd 
krl foa lsÍuhs'

äðg,a ikSmdrlaIdj 
jeo.;aæ



mß.Kl jhsrij,ska yd ue,afjhd ( M A L WA R E )  
j,ska Tnf.a o;a; wdrlaId lr.ekSu 

mß.Kl jhsri hkq tla mß.Klhlska ;j;a tllg" Bfï,a" Bfï,a wkqnoaO fyda hQtiaî Wmdx. wdÈh yryd me;sfrk l=vd 

jevigykls' jhsri úiska o;a; fjkia lsÍu fyda úkdY lsÍu o fufyhqï moaO;sfha idudkH fufyhqï lvdlmam,a lsÍu o l< 

yels h' 

hdj;ald,Sk lrk ,o m%;s jhsri jevigykla mdúÉÑ lrkak'

Tnf.a fufyhqï moaO;sh ^úkafvdaia jeks& iy fjí n%õir ^*h¾f*dlaia  ^FireFox&" fl%daï 

^Chrome& jeks& hdj;ald,Sk lr.kak' tajdfha w¨;a u msgm;a u.ska jeä wdrlaIdjla iemfha'  

Bfï,a iïnkaO;d ms<sn| mßiaiï jkak' fkdokakd weuqKqï fyda wka;¾.;hka ^iïnkaO;d& 

újD; fkdlrkak' okakd uQ,dY%j,ska tk tajd iïnkaOfhka o tu l%shdud¾.h u wkq.ukh 

lrkak'  

Tnf.a n%õirfhka u;= jk fmdmma j<lajd.ekSfï l%u fhdod.kak' fndfyda fmdmma hkq 

iamhsfjhd ^spyware& fyda weâfjhd ^adware& hkqfjka ye|kafjk oafõI iy.; 

jevigyka jk w;r tu.ska Tnf.a moaO;shg ydks isÿ úh yels h'  

*h¾fjda,hla ^firewall& msysgqjd.kak' *h¾fjda,hla hkq meñfKk wka;¾cd, iy cd, o;a; 

mÍlaId lrk jevigykls' Tnf.a m%;s jhsria jevigyk iu. tlaj wjir ke;s m%fõYhka 

Tnf.a mß.Klhg isÿùu j<lajd .ekSug thg yels h' 

mßmd,l .skqu uqrmohla fhdod wdrlaId lr.kak'

igyk( jhsria wdidokhla isÿ jqj;a Wmdx.fhka lsisÿ frda. ,laIKhla fkdfmkSug mq¿jk' yeuúg 

u moaO;s mÍlaId lrkak' Wmdx.h msßisÿ nj ;yjqre lr.ekSu i|yd jhsria ialEka lsÍula lrkak' 
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Wmdx.fha fõ.h wvq fõ' thg idOdrK fya;=jla fidhd.; 
fkdyels h' 

Wmdx.h tljru kej; wdrïN fõ' widudkH p¾hdjla fmkajhs'  

msysgqjd ;sfnk fhojqï n,dfmdfrd;a;= jk wkaoñka l%shd;aul 
jkafka ke;'  

widudkH ^whym;a wkaoñka ,shk ,o& jer§ï ms<sn| m‚jqv 
,efí'  

mßYS,l úiska isÿ lrkq fkd,enQ w¨;a flá msúiqï fyda fjk;a 

whslkhka ^icons& Wmdx.h ;=< msysgqjd we;s wdldrh oelsh yels h'

.nvd wjldYh wvqùu fyda ke;s ùu'

f.dkq fyda fhÿï wjirhlska f;drj uelS hdu'

jhsria wdidokhl 
frda. ,laIK

my; oelafjkafka ue,afjhd wdidok we;=¿ iq,n frda. ,laIK lsysmhls(
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o;a; fodaI iys; ùu fyda ke;sùu b;d fyd| oDVdx. iy uDÿldx. iu. jqj isÿ úh yels h' o;a; nelma lsÍfï l%shdj,sh hkq 

o;a; msgm;a lr" ke;s jqK fõ,djl§ ,nd.ekSu i|yd fjku .nvd lr ;eîuhs' 

o;a; nelma lsÍfï iq,n l%uhla jkafka o;a; mß.Klfha oDV ;eáfhka f.k ;eklska ;eklg f.k hd yels by< Odß;djla 

iys; hQtiaî Wmdx.hla fj; nd.; ^backup& lsÍuhs' la,jqâ ;=< fyj;a ÿria: fjí mdol wjldYhl .nvd lsÍfï yelshdj 

o ;sfí' ^.+.,a v%hsõ WodyrKhls'&

la,jqâ nelma u.ska mßYS,lhkag ;u o;a; ÿria: ia:dkhl oDVdx.hl msgm;a lr ;eìh yels h' mßYS,lhskag tu o;a; fj; 

wka;¾cd,h Tiafia ksis l%shdud¾. yryd ́ kEu WmlrKhlska ́ kEu fõ,djl msúish yels h' fndfyda la,jqâ .nvd fiajd úYd, 

.nvd wjldYhla imhk w;r o;a; wdrlaIdj i|yd wka;¾.;hka tkal%smaÜ ^encrypt& lsÍu o lrkq ,efí' .+.,a jeks we;eï 

fiajd úiska uQ,sl wka;¾cd, .nvd Odß;djla wm tys ,shdmÈxÑ jQ ú.i ,nd fohs' 

o;a; nelma  

lsÍu



tkal%smaÜ lsÍu hkq mßYS,l wjirfhka f;drj lsheúh fkdyels mßÈ we,af.dßoula ^algorithm& fyj;a iajhxl%Sh 

uDÿldx.hla Ndú;d lr o;a; m%;s ieliSfï l%shdj,shhs' fuu.ska fl%äÜ ldâ wxl jeks b;d jeo.;a o;a; wdrlaId l< yels 

h' tys§ f;dr;=re fla;lrKh lr fkdlshúh yels ihs*¾ wlaIr ^cipher text& njg m;a lrkq ,efí' tajd lshúh yelafla 

fla;yrKfhka fyda h;=remohla Ndú;d lsÍfuks'  

o;a; tkal%smaÜ lsÍu th fiamamqjl nyd ;eîu jeks h' tajd fj; m%fõY h;=remo we;s whg muKla tajd lsheúh yels h' 

tkal%smaÜ lsÍu hkq äðg,a udOHfhka lrkq ,nk fla;f,aLk l%uhls' tys§ m‚jqv wjq,a lsÍu i|yd .‚;uh we,af.dßoula 

Ndú;d lrkq ,efí' hjkakdf.a h;=remoh fyda ihs*rh we;s whg muKla tajd úfla;SlrKh lr.; yels h' tkal%smaÜ lrk 

,o o;a; olsk fjk;a whg tajd yqÿ ixfla; f.dvla mu‚' 

tkal%smaÜ lsÍfï l%u folls' iuñ;sl tkal%smaÜ lsÍfï§ tla fm!oa.,sl h;=remohlska u.ska o;a; wdrlaId lrkq ,efí' wiuñ;sl 

tkal%smaÜ lsÍfï§ nyqúO h;=reo ixlS¾Khla Ndú;d lrkq ,efí' tajd fmdÿ fuka u fm!oa.,sl o fõ' 

wka;¾cd,h yryd Bfï,a" peÜ jeks udOHj,ska ikaksfõokh lsÍfï§ tkal%smaÜ lsÍu b;d jeo.;a h' m‚jqv tkal%smaÜ lr 

fkd;snqKfyd;a wkjir lshjkakkag tajd y÷kd.ekSug fyda fjkia lsÍug mjd mq¿jk'  

fl<jßka fl<jrg tkal%smaÜ lsÍu ^End-to-end encryption - E2EE& hkq ikaksfõokh lrk mßYS,lhdg muKla lsheúh 

yels mßÈ ikaksfõokh lrk l%uhls' tu.ska ryiska lshùug bv ;sfnk úÿ,s ixfoaY fiajd imhkakkag" wka;¾cd, fiajd 

imhkakkag iy ikaksfõok fiajd imhkakkag o m‚jqvh fla;yrKh lr.ekSu i|yd wjYH h;=re fj; msúiSu j<lajhs' 

tkal%smaÜ lsÍu fya;=fjka Tnf.a ikaksfõokh úYajikSh yd ryiH fjhs' tla fl<jrl isg wfkla fl<jrg wka;¾cd,fhka 

ikaksfõokh ms<sn| i,ld ne,Sfï§ WodyrK f,i WhatsApp" iMessage iy Signal ^fuys§ E2EE ks;e;ska u l%shd;aul 

fõ& fyda Telegram ie,lsh yels h'

o;a; tkal%smaÜ 

^E N C R Y P T &lsÍu
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Tn Tnf.a mß.Klfha f.dkqjla uld ouk úg th iïmQ¾Kfhka u w;=reoyka jkafka ke;' tys§ isÿjkafka moaO;sh ;=< 

f.dkqj i|yd fhduqj uld oeóuhs' tu f.dkqj u; fjk;a f.dkqjla ks¾udKh lrk f;la yd bka miqj;a th ;eáfha ;sfí' thska 

miqj;a" th wdmiq ,nd.; yels h' 

Tng lsishï o;a;hlska iïmQ¾Kfhka u ñ§ug wjYH kï ta i|yd wdrlaIs; uldoeófï fuj,ula Ndú;d l< hq;= h' tu.ska 

ixfõ§ f;dr;=re u; ,shd tajd úkdY lrkq ,efí' thska miqj mjd o äðg,a f;dr;=re yeisrùfï l=i,;d iys; o;a; wdmiq 

,nd.kafkl=g ,nd.; yels h'

 

jhsmsx ^wiping& kñka ye¢kafjk l%shdj,shla u.ska wyUq f,i f;dard .kakd o;a; u.ska f.dkqjla u; lSm j;djla ,shkq ,efí' 

bf¾i¾ hkq úkafvdaia i|yd jk ;j;a Wiia wdrlaIl fuj,uls' tys§ mßYS,lhdg oDV ;eáfha ixfõ§ o;a; u; mßiaifuka 

f;dard.;a rgdjlg lSm jrla ,sùfuka tajd iïmQ¾Kfhka u bj;a l< yels h'
Https://eraser.Heidi.Ie/ 

ixfõ§ o;a; 

úkdY lsÍu
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jhs*hs ^Wi-Fi& fyda /yeka rys; wka;¾cd, m%fõYfhka woyia jkafka .=jka úÿ,s ;rx. Ndú;d lr wka;¾cd,hg iïnkaO 

ùuhs' ta i|yd /yeka wjYH ke;' tu.ska mßYS,lhdg hï ia:dkhl ;ekska ;ekg hk úg o wka;¾cd,h iu. iïnkaOj isáh 

yels h' tfy;a" fuu myiqlu mßiaifuka mßyrKh l< hq;= h'  

 

fmdÿ jhs*hs .=jka f;dgqm<" idmamq ixlS¾K" wjkay,a iy fydag,aj, ;sfí' tu.ska Tng wka;¾cd,hg fkdñf<a iïnkaO úh 

yels h' fmdÿ jhs*hs Tnf.a iudc udOH mßyrKhg iy mqj;a ,sms lshùug fhdod.; yels uq;a" ta Tiafia Bfï,a lshùu fyda 

nexl= .skqï fj; msúiSu wdrlaIs; ke;' 

tfia jkafka wehs@ fmdÿ jhs*hs cd,hka úiska Tnf.a o;a; fjk;a wh úiska .%yKh lr.ekSug ;sfnk bv jeä lrkq ,efí' 

we;af;ka u" Tn úYajdi fkdlrk mqoa.,hka úiska mj;ajdf.k hk fmdÿ jhs*hs fydÜ iafmdÜj,ska wE;aj isàu wdrlaIs; h' 

mßYS,lhdf.a f;dr;=re fidrlï lsÍu i|yd wmrdOlrejka úiska o fujeks fydÜiafmdÜ mdúÉÑ lsÍug bv ;sfí' 

;j;a wjjdohla( yeuúg u iudc udOHj, yd fjk;a fjí wvúj, we;s fm!oa.,sl;ajh wdrlaId lsÍfï ieliqï ms<sn| 

wOHhkh lrkak' Tng md,l mek,h fyda fiáx fukqj Tiafia fm!oa.,sl;aj md,kh lsÍfï l%u fidhd.; yels h' 

fm!oa.,sl;ajh md,kh w¨;a wka;¾cd, fiajd .skqulg ,shdmÈxÑ ùfï l%shdj,sfha§ msßkukq ,efí' fjí wvúhla mßYS,kh 

lsÍug fmr yeuúg u fm!oa.,sl;ajh md,kh lsÍu i|yd tys ;sfnk l%u fidhd n,d f;areï .kak' 

u;l ;nd.; hq;= ;j;a lreKla jkafka" Tn fjk;a wh iu. fnodyod.kakd WmlrKhlska Bfï,a" iudc udOH fyda fjk;a 

f,d.sx ^login& úh hq;= fiajdjla fj; msúisfha kï" th wjika lrk úg .skqfuka msgjkak' wka;¾cd, .; ùug myiqlï 

imhk fmdÿ ia:dkj,§ fndfyda mßYS,lhka yg .skqfuka msgùug wu;l fõ' túg" B<Õg tu Wmdx.h mßyrKh lrk 

mqoa.,hdg Tnf.a .skqug msúish yels w;r th meyer.ekSug o yels h'

wka;¾cd,fha isák úg Tfí 

o;a; wdrlaId lr.ekSu
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yeuúg u" Tfí .skqï wdrlaId lsÍu i|yd Yla;su;a uqrmohla Ndú;d lrkak' wxl" ixfla;" lemsg,a wl=re 

iy isïm,a wl=re iys; §¾> uqrmohla Ndú;d lrkak' 

Tn muKla uqrmoh f,i okakd mohla Ndú;d lrkak' 

Tnf.a Wmka Èkh" ixj;airhla" ,smskhla" Wmka k.rh" mdi," {d;Ska yd iqr;,a i;=ka jeks y÷kd.; yels 

fm!oa.,sl f;dr;=re uqrmo f,i mdúÉÑ lsÍfuka j<lskak' 

Tnf.a tla tla .skqu fjkqfjka úfYaIs; uqrmo Ndú;d lrkak' jeo.;a .skqï fjkqfjka tlu uqrmoh kej; 

kej; Ndú;d lsÍu wjodkï h' lsisfjl=g Tnf.a tla .skqul uqrmoh ,nd.; yels jqKfyd;a" tu.ska Tjqkag 

Tnf.a Bfï,a wdÈhg muKla fkdj nexl= .skqug mjd msúish yels h' 

uqrmoh wu;l jqjfyd;a" uqrmoh kej; fidhd.ekSu i|yd úl,am Ndú;d lrkak' 

Tnf.a uqrmoh ksYaÑ; ld,hlg jrla fjkia lrkak' Tn uqrmoh fjkia lrk ld,dka;rh flá jk ;rug 

fyd| h' 

fjí n%õirj,g Tnf.a uqrmoh u;l ;nd.kakg bv §u iqjmyiq úh yels h' tfy;a" th wjodkï Ndú;djls' 

hful= Tnf.a Wmdx.hg msúiqKfyd;a" Tjqkag Tnf.a .skqug myiqfjka msúish yels h

äðg,a iïm;a 

wdrlaId lr.ekSu 

ir," tfy;a" jeo.;a uQ,sl wdrlaIl mshjr lSmhla Tiafia Tng äðg,a iïm;a wdrlaId lr.; yels h' 

uqrmohla fyda mdiaj¾â tlla hkq" mßYS,l wkkH;djla ;yjqre lsÍu i|yd u;lfha ;nd .kakd ryils' äðg,a ixo¾Nh ;=<" 

th wlaIr" b,lalï fyda úrdu ,l=Kq úfYaIs; wdldrhlg fm<.iajk ,o nkaOkhls' 

wdrlaIs; uqrmo Ndú;d lsÍu äðg,a iïm;a wkjir m%fõYfhka fyda yelsxj,ska ^hacking& wdrlaId lr.ekSu i|yd jeo.;a 

mshjrls' uqrmohla i;H jpkhla ùu wjYH ke;' jpkhla fkdjk fhÿula wkqudk lsÍu wmyiq h' th uqrmohl úYsIag 

,laIKhls' 

my; oelafjkafka jvd fyd| uqrmo i|yd uQ,sl lreKq lSmhls(



ir,j olajkafka kï" äðg,a iïm;a hkq äðg,a 
iajrEmfhka .nvd lrkq ,nk wka;¾.;hka h' 
tajd rEm" PdhdrEm" ùäfhda" f,aLk f.dkq" 
iafm%âISÜ" ia,hsâ lÜg, wdÈh úh yels h' äðg,a 
iïm;a mß.Kl oDV ;eáj," iqyqre ÿrl:khl 
u;lfha fyda wka;¾cd,fha .nvd lr ;sìh yels 
h' 

Bfï,a yd iudc udOH jeks jeo.;a äðg,a fiajd o 
äðg,a iïm;a w;rg .efka' 

äðg,a iïm;a 
hkq fudkjd o@
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Yla;su;a uqrmohla fh§fuka miq" B<Õ jvd;a jeo.;a mshjr jkafka mshjr fofla ;yjqre lsÍu l%shd;aul lsÍuhs ^fuh two 
step authentication f,i ye¢kafõ&'

thska woyia jkafka uqrmohg wu;rj" Tn úiska Tnf.a .skqug msúiSu i|yd fojk f;dr;=rla o we;=<;a l< hq;= ùu h' th 

idudkHfhka ,shdmÈxÑ cx.u ÿrl:khg hjkq ,nk flá m‚jqvhls' ^th j,x.= jkafka úkdä lSmhla ;=< tla jrla muKla 

Ndú;d lsÍug h'& ish¨ m%Odk iudc udOH fõÈld iy .+.,a jeks fiajdjka úiska o oeka mshjr fofla ;yjqre lsÍfï wdrlaIl 

úêúOdkh y÷kajd § ;sfí' 

fjí fiajdjla úiska wlaIr iy wema mokï lr.;a wdldr fofla ;yjqre lsÍula Ndú;d lrkafka kï" lreKdlr wema mokï 

lr.;a ;yjqre lsÍu f;darkak' thg fya;=j" flá m‚jv tkal%smaÜ lr fkd;sîuhs' tneúka tajd y÷kd.; yels h' 

mshjr fofla  ;yjqre 

lsÍu Ndú;d lsÍu



uqrmo hkq 
ryia h

uqrmo fm!oa.,sl yd ryiH úh hq;= h' tajd ks¾udKh 
lr.kafka wka wh iu. fnodyod .ekSu i|yd 
fkdfõ' tfiau" lsisÿ wdldrhlska m%o¾Ykh lsÍug o 
fkdfõ' tfy;a" fuh jkdys fndfyda mqoa.,hka iy 
ixúOdk úiska lrkq ,nk iq,n jrols' ta ms<sn| 
miqj miq;eùug isÿ fõ' tneúka" uqrmohlg Tnf.a 
äðg,a iïm;a wdrlaId l< yelafla Tn th ryila 
f,i ;nd.kafka kï muKla nj u;l ;nd.; hq;= 
h' 
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iEu cx.u ÿrl:khla u" GSM fudavuhla fyda we;=f<ka u ÿrl:khla$ fudavuhla we;s iEu WmlrKhla u i;=j b,lalï 

15l bñ wxlhla ^IMEI - International Mobile Equipment Identity& fyj;a cd;Hka;r cx.u WmlrK y÷kd.ekSfï 

wxlhla ;sfí' 

bñ wxlh ks¾udKh lrkq ,enqfõ isïm; Wmdx.h i|yd iaÓr y÷kd.ekSfï l%uhla úh fkdyels ksid h' ^isïm; mßYS,lhdg 

iïnkaO w;r" ÿrl:khlska ;j;a ÿrl:khlg udre úh yels h'& bñ wxlh u; mokïj" Tng Wmdx.h ms<sn| hï f;dr;=re 

mÍlaId l< yels h' Wod( tys j¾.h iy udÈ,sh  

´kEu ÿrl:khl bñ wxl mÍlaIdj i|yd myiqu l%uh jkafka *#06# Ndú;d lsÍuhs' 

Wmdx.h fiajdjka i|yd hjk úg j.lSï whÿïm;a msrùfï§ bñ wxlh m%fhdackj;a h' ta yer;a" Wmdx.h iïnkaO fidrlula 

fyda ke;sùula ms<sn| jd¾;d lrk úg o fmd,sishg fyda cd, fiajd iïmdoljrhdg bñ wxlh ,nd Èh hq;= h' bka miq" Tnf.a 

ÿrl:kh íf,dla lrkakehs Tng oekqï Èh yels h' bka miq" isï ldâm; fjkia l< o WmlrKh Ndú;d l< fkdyels h' 

Tn Tnf.a ÿrl:kfha bñ wxlh oekf.k th fldfya fyda ,shd ;nkak'

cx.u ÿrl:k 

wdrlaIdj

1 Google has some useful advice on creating a strong password and a more secure account: 
https://support.google.com/accounts/answer/32040?hl=en

SING UP
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ÿrl:kh wdrïN lsÍu i|yd Yla;su;a mska wxlhla fhdokak' wju jYfhka b,lalï yhl fla;hla fhdokak' 

ksrka;rfhka uDÿldx. hdj;ald,Sk lr.kak'

Tnf.a cx.u WmlrKhg m%;s jhsria yd m%;s ue,afjhd wdrlaIdj fhdod.kak'

úYajikSh fiajdjkaf.ka muKla wema nd.; lr.kak ^Wod( .+.,a maf,a iafgda¾ ^Google play store& iy wem,a 

wema iafgda¾ ^Apple app store&

wema i|yd we;s wjirh md,kh lrkak( wekafv%dhsâ iy IOS moaO;s i;=j" Tnf.a Wmdx.fha l=uk wema tl fj; 

msúish yels o" fkdyels o hkak ksjerÈj md,kh lsÍfï myiqj i|yd fuj,ï ;sfí' wemaj,g tajd mj;ajdf.k 

hd yels w;HjYH o;a; fj; muKla msúish yels wdldrhg wjirh iSud lrkak' ^Mypermissions.Com hkq" 

wema /ila yryd Tng wjir ieliqï mÍlaId lrkakg bv fok iqrenqyqá fuj,uls' cx.u ÿrl:k ys;jd§ wema 

iu. wjirhka msßisÿ lsÍu i|yd thska isysle|ùï tjhs' wema Tnf.a fm!oa.,sl f;dr;=re fj; msúfik úg 

tu.ska wk;=re weÕùï tjhs' túg Tng tla la,sla tllska wema tl bj;a l< yels h'&  

ÿria: ia:dk.; ùu yd Wmdx.h jhsmsx lsÍu il%sh lrkak' Tnf.a Wmdx.h ke;s jQ fyda fidrlï l< úg" g%elsx 

wemaj,g Tnf.a Wmdx.h we;s ;ek Tng mejish yels h' fuu wema u.ska Tng ixfõ§ f;dr;=re ÿr isg jhsma 

lsÍfï yelshdj ,efí' 

íÆgQ;a mdúÉÑ fkdlrk úg th wl%sh lrkak' íÆgQ;a u.ska wjodkïj,g fodr újr fõ' íÆgQ;a m%ydr t,a, l< 

yelafla wjir b,a,Sï ms<s.ekSfï l%shdj,sh wmyrKh u; h' th íÆgQ;a iïnkaO;dfõ fld÷kdráhhs' th 

wmyrKh lsÍfuka m%ydr t,a, lsÍu je<elaùug ;sfnk tlu l%uh jkafka íÆgQ;a Ndú;d fkdlrk úg th l%shd 

úrys; lsÍu hs' th oelsh fkdyels fyda y÷kd.; fkdyels iajrEmhg udre lsÍfuka o Tnf.a WmlrKh íÆgQ;a 

m%ydrj,g f.dÿre úh yels h' 

my; oelafjkafka Tfí ÿrl:kfha wdrlaIdj by< kexùu i|yd uQ,sl Wmfoia lSmhls(



äðg,a wkkH;d 

fidrlu

wkkH;d fidrlu wka;¾cd,fha§ fuka u bka neyerj o isÿ úh yels h' thska woyia jkafka fm!oa.,sl f;dr;=re wkjirfhka 

tl;= lsÍu yd miqj tajd wmrdOldÍ wruqKq fjkqfjka Ndú;d lsÍuhs' fl%äÜ ldâ iy nexl= .skqï fj; fydfrka msúiSu" cx.u 

ÿrl:k iïnkaO;d ,nd.ekSu wdÈh ta w;r fõ' thska úkaÈ;hdg nrm;, .eg¨ j,g uqyqK fokakg isÿ fõ' 

mqoa.,hl=f.a wkkH;dj fidrlï l< yels wdldr /ila ;sfí' wka;¾cd, fiajd Ndú;d lrk úg uyckhd fuu wjodkug 

uqyqK fo;s' tys§ wmrdOlrejkag úúOdldrfhka fm!oa.,sl f;dr;=re fj; msúish yels h' 

wkkH;d fidrlï lrkakka úoHq;a ud¾.j,ska fm!oa.,sl f;dr;=re ,nd.kakd wdldr lSmhla my; oelafõ'  

bj; ouk ,o fm!oa.,sl mß.Kl" cx.u ÿrl:k fyda hQtiaî u;l .nvd jeks úoHq;a Wmdx.j, .nvd lr 

;sfnk o;a; ,nd.ekSu' 

lSiafg%dala f,d.sx ^keystroke logging& jeks ue,afjhd fyda iamhsfjhd Ndú;d lr fm!oa.,sl f;dr;=re fidrlï 

lsÍu'

fm!oa.,sl f;dr;=re úYd, m%udKhkaf.ka ,nd.; yels mß.Kl moaO;s yd o;a; mokï yela lsÍu'

*sIsx fyj;a nexl= fyda is,a,r fj<| wdh;k jeks úYajdijka; ixúOdk f,i Bfï,a" flá m‚jqv wdÈh yryd 

fmkS isáñka fm!oa.,sl uq,H f;dr;=re we;=<;a lsÍug mßYS,lhd fm<Uùu'  

ÿ¾j, uqrmo y÷kd.ekSu ^fndfyda úg ksjerÈj wkqudkh lsÍfuka& Tiafia mßYS,l wka;¾cd, .skqï fj; msúiSu

Bfï,a uqrmo y÷kd.ekSu i|yd m%udKj;a ;rï fm!oa.,sl f;dr;=re iudc cd, yryd ,nd.ekSu fyda 

wka;¾cd,fha§ fjk;a wdldrj,ska wod< mqoa.,hd f,i fmkS isàu

nexl= iy Kh ldâm;a ksfõok wd§ fm!oa.,sl f;dr;=re ,nd.ekSu i|yd úkaÈ;hkaf.a Bfï,a ,smskh yrjd.ekSu 

fyda ;u kñka w¨;a .skqï wdrïN lr ;sfnk nj úkaÈ;hd fidhd.ekSu je<elaùu'
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2 More information at: https://www.imei.info/ 
3 Source: https://www.techopedia.com/definition/13637/identity-theft

Tn wdrlaIs; hhs isf;k Tnf.a nexl=fõ fjí wvúh jeks fjí wvúhl isáh§ ;=kajk md¾Yajhka fj; kej; 

fhduqlsÍu ms<sn| ie,ls,su;a jkak' ieliys; wka;¾cd, ,smsk .ek ie,ls,su;a fjkak'  

ieliys; .kqfokq isÿ fõ o hk lreK iïnkaOfhka Tnf.a Kh ldâm;a iy nexl= ksfõok iïnkaOfhka 

mÍlaIdldÍ jkak' 

uq,H .kqfokq i|yd iqrlaIs; fjí wvú muKla Ndú;d lrkak' Tn wka;¾cd,fha§ ñ<§.ekSula i|yd Kh 

ldâm;a wxl bÈßm;a lrkafka kï" n%õirfha iafÜgia nd¾ tflys" idudkHfhka ol=Kq fl<jf¾ bì w.=,l i,l=K 

;sfíoehs n,kak' tfia fkdue;s kï" Tnf.a f;dr;=re we;=<;a fkdlrkak' 

Tnf.a nexl=j fyda úYajúoHd,h jeks ms<s.;a wdh;khla f,i fmkS isáñka  fm!oa.,sl f;dr;=re b,a,d isák 

Bfï,aj,g ms<s;=re §fuka j<lskak' .eg¨ iy.; wdh;kh yd tu Bfï,a ms<sn| ÿrl:kfhka fyda Tjqkaf.a fjí 

wvúh yryd úuikak' 

hï fohla woyd.; fkdyels ;rï úsiañ; kï ^meßishg fkdñf<a pdßldjla Èkd.kakg Tfí Kh ldâm;a wxlh 

we;=<;a lrkakæ& th jxpdjla úh yels h' idudkH nqoaêh mdúÑÑ lrkak' 

fmdÿ jhs*hs Ndú;d lrñka lsisÿ fm!oa.,sl f;dr;=rla hjkak tmd' 

fkdagka wekaá jhsria ^Norton Anti-Virus&  jeks iud.ïj,ska tjk nj fmkajk" Tng hula nd.; lsÍug 

fmd<Ujk Bfï,a ms<sn| ie,ls,su;a jkak' Bfï,aj,g ms<s;=re fkd,shd" f;dr;=re ,nd.ekSu i|yd wod< iud.u 

iu. Rcqj iïnkaO jkak' 

wkkH;d fidrlu iïnkaO ish¨ Wmøjj,ska wdrlaId ùfï l%uhla ke;' tfy;a wmg oekqj;a ùfuka yd ksrka;rfhka 

wjOdkfhka isàfuka wm wdrlaId lr.; yels h' my; oelafjkafka wka;¾cd, uQ,dY% weiqfrka ,nd.;a ta i|yd fhda.H mshjr 

lSmhls (



Tnf.a o;a; Odrdj wju lsÍu" äðg,a jYfhka jvd;a iqrlaIs; ùu" ;dlaIKh iu. hym;a iïnkaOhla f.dvk.d.ekSu hk 

ldrKd fld;ekska wdrïN l< hq;= o hkak oek.ekSu ÿIalr h' wmf.a WmlrK wmf.a fm!oa.,sl Ôú; iu. jeäfhka wka;¾ 

iïnkaê; jk úg wm tys ;=,khla fidhd.; hq;= h' 

Data Detox Kit hkq ir, fuj,ï lÜg,hls' tu.ska Tn hym;a f,i wka;¾cd,h Ndú;d lsÍu fj; fhduq lrkq ,efí' 

tu.ska" Tnf.a äðg,a Ôú;fha úúO me;slv Tiafia hñka" Tn ÿrl:kfha f.jk ld,fha isg Tn mdúÉÑ lrk wema iy Tn 

fhdok uqrmo olajd idl,H m%fõYhla fj; Tn fhduq lrkq ,efí'  

Data Detox Kit ksIamdokh lrkq ,enqfõ Tactical Tech kï cd;Hka;r ,dN fkd,nk ixúOdkh úisks' tu ixúOdkh 

mqrjeishka iy isú,a iudc ixúOdk iu. lghq;= lrkqfha iudcfha ;dlaIK Ndú;fha n,mEu wOHhkh lsÍug iy wju 

lsÍug h' 

tys uqøs; msgm; ,kafoais" m%xY" bkaÿkSishdkq" fkda¾ùðhdkq" fmda,ka;" mD;=.Sis" iamd[a[ iy iaùäIa NdIdj,g mßj¾;kh lr 

;sfí' datadetox@tacticaltech.org fj; Tng tu msgm; wjYH NdIdj iy Tn th Ndú;d lrkakg hkafka flfia o" fldys§ o 

hk lreKq iu. m‚jqvhla heùfuka Tng tys mSãt*a ^PDF& msgm;la ,nd.; yels h' 

4 Source: http://www.digitalresponsibility.org/how-to-avoid-online-identity-theft 

isoaê wOHhk

isoaê wOHhkh 1 ( o;a; fvfgdlaia lÜg,h ( D E T O X  K I T )

Website: https://datadetoxkit.org/en/home
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äðg,a yÈis wjia:d ms<sn| l%shd lrk ixúOdk /ila úiska lrk ,o ksÍlaIKhl § fy<s jQfha mqoa.,hl= äðg,a jYfhka 

b,lal jQ úg" tu mqoa.,hd fndfyda úg l< hq;= foa fkdokakd nj ;a Woõ ,nd.; hq;af;a ldf.ka o hkak fkdokakd nj ;a h' 

fï ksid  äðg,a m%:udOdr lÜg,h y÷kajd fok ,§' fuh Ndú;hg meñ‚fha yÈis wjia:d je<elaùu i|yd;a" lrorhg m;a 

jQ úg m%;spdrd;aul l%shdud¾. .ekSu i|yd;a iEu wfhl=g u yels h hk úYajdih úiska th ieliSug wkqm%dKh iemhs‚' 

äðg,a m%:udOdr lÜg,h úiska b;du iq,n wdldrj,ska äðg,a ;¾ckj,g uqyqK fok wh i|yd uQ,sl iyfhda.h ,ndfohs' 

udkj ysñlï wdrlaIlhkag" íf,d.alrejkag" l%shdOrhkag iy mqj;am;a l,dfõ§kag ;uka m%ydrj,g uqyqK fooa§;a" 

;¾ckj,g uqyqK fok fjk;a mqoa.,hkag äðg,a jYfhka m%;spdr olajk m<uq Woõlrejka fjoa§;a Ndú;d l< yels 

ud¾f.damfoaY fuys ;sfí' 

lÜg,h wdrïN jkafka Tnf.a iïnkaO;d äðg,a ;¾ckhlg uqyqK fooa§ iy Wmldr wjYH úg§ iqrlaIs; ikaksfõokhla 

f.dvk.d.kafka flfia o hkafkks' yhscela lsÍu" Wmdx. meyer.ekSu" ue,afjhd wdidok iy DDoS m%ydr olajd Wmfoia fuu 

lÜg,h úiska imhkq ,efí'  

iajhx ;lafiarejla lr.ekSug fyda m<uq m%;spdrlhl=g Tn uqyqK fok wNsfhda. jvd fyd¢ka f;areï .ekSug fyda u.fmkaùu 

fuu m%Yak úiska imhkq ,efí' th túg m%Yakh f;areï.ekSug yd úi¢h yels wdldrh ms<sn| uQ,sl mshjr .kshs' Tng fyda 

m<uq m%;spdrlrefjl=g fyda úfYaI{jrhl=f.a Wmldr b,a,Sug isÿjk wjia:dj f;areï .ekSug fuu mshjr úiska  Wmldr l< 

hq;= h'  

isÿjkafka l=ula o hkak ;lafiare lr.ekSug yd ;uka úiska u .eg¨j wju lr.ekSu i|yd .; yels mshjr ;sfí kï ta i|yd 

wjYH Wmfoia  äðg,a m%:udOdr lÜg,h úiska Tng ,nd fohs' fuys olajd ;sfnk lsishï úi÷ula l%shd;aul lsÍu 

iïnkaOfhka Tng wúYajdihla fyda wmyiqjla fyda we;s jk ´kEu wjia:djl Tn" th ixj¾Okh l< wh jeks mqyqKq 

jD;a;slhl=f.a Wmfoia ,nd.kak' 

lÜg,fha iajhxj y÷kd.ekSfï .=Kh úiska mqj;am;a l,dfõ§ka" íf,d.alrejka" l%shdOrhka iy udkj ysñlï wdrlaIlhka 

yg ;u äðg,a iïm;aj,g isÿjkafka l=ula o hkak f;areï .ekSug;a" Wmldr me;sh hq;= wjia:dj läkñka f;areï .ekSug;a" 

wjYH jkafka l=ukdldrfha Wmldr o hkak ;SrKh lsÍug;a" mqoa., äðg,a wdrlaIdj j¾Okh lr.ekSug;a yelshdj ,ndfohs' 

isoaê wOHhkh 2( äðg,a m%:udOdr 

lÜg,h

More: https://www.digitaldefenders.org/digitalfirstaid/
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ihsn¾ wdrlaIdj wod< jkafka moaO;s iy foaj,aj,ghs¦ ihsn¾ iqrlaIs;nj ñksiqkag wod< h'

äðg,a iy ihsn¾ wdrlaIdj  mßYS,ljrhd;a" ;dlaIK fiajd imhkakd;a w;r fnodyod.;a j.lSuls' hym;a äðg,a 

iy ihsn¾ wdrlaIdj  i|yd mßYS,l ueÈy;aùu" j.lSu iy wjOdkh wjYH h' 

Yla;su;a uqrmo" mshjr fofla ;yjqrelrKh" o;a; tkal%smaÜ lsÍu iy ia:djjr o;a; nelma lsÍu hkq iEu 

mßYS,ljrhl= fyda äðg,a fiajdjla úiska u wkq.ukh l< hq;= mQ¾jdrlaIl mshjrls' tajd w;HjYH äðg,a 

j.lSfuys fldgia fõ' tajdg äðg,a ikSmdrlaIdj hhs o lshkq ,efí'  

äðg,a iy ihsn¾ wdrlaIdj kexùu iïnkaOfhka fkdñf<a wka;¾cd,fhka ,nd.; yels Wmfoia fndfyda h' flfia 

fj;;a" fï iïnkaOfhka jvd;a jeo.;a l%shdj,sh jkafka Tn fyj;a mßYS,lhd u h'  
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fuu fudähq,h wjika jk úg Tng my; oelafjk lreKq iïnkaOfhka wjfndaOhla ;sìh hq;= h(

äðg,a iy ihsn¾ wdrlaIdj hkq mßYS,ljrhd yd ;dlaI‚l fiajd imhkakd w;r fnodyod.;a j.lSuls' Tn fuhg 

tlÕ o@ idlÉPd lrkak' 

Tn jhsria fyda ue,afjhd m%Yakhlg uqyqK § ;sfí o@ tfia kï Tn fyda Tnf.a ixúOdkh úiska tu m%Yakh úi£u 

i|yd .kakd ,o l%shdud¾. fudkjd o@ 

Tn Tnf.a äðg,a fiajdjka i|yd tkal%smaÜ lsÍu Ndú;d lr ;sfí o@ tfia lr ;sfí kï" Tnf.a w;aoelSu úia;r 

lrkak' 

o;a; fm!oa.,sl;ajh W,a,x>kh lsÍul§ l< yelafla l=ula o@ Tn fyda Tnf.a ixúOdkhg ta iïnkaOfhka yÈis 

ie,iqula ;sfí o@

äðg,a wkkH;d fidrlï lsÍu iïnkaO wjia:djla Tn okakjd o@ th isÿ jQfha flfia o iy tu .eg¨j úi|d.;a 

wdldrh l=ula o@

Tnf.a ksjiska yd ld¾hd,fhka neyer§ Tn fmdÿ jhs*hs Ndú;d lrkjd o@ tfia kï" Tn wkq.ukh lrk mQ¾j 

wdrlaIl úêúOdk fudkjd o@ 

idlÉPd 

lreKq

my; oelafjkafka ud;Dldj ms<sn| jeäÿr wOHhkh i|yd idlÉPd l< yels m%Yak lSmhls' 

bf.kqï 

m%;sM,
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Good Digital Hygiene: A guide to staying secure in cyberspace
Book by Ed Gelbstein (2013)
http://index-of.co.uk/IT-managment/good-digital-hygiene.pdf 

fkdagka wka;¾cd, wdrlaIl Wmfoia
https://us.norton.com/internetsecurity

.+.,a Wmldrl uOHia:dkh ^.+.,a .skqula ysñ whg mu‚&
https://support.google.com/

Security in-a-Box, a guide to digital security for activists and human rights defenders
https://www.frontlinedefenders.org/en/digital-security-resources

Umbrella is digital and physical security for people at risk on your Android phone
https://secfirst.org/

Information security handbook for journalists
http://www.tcij.org/resources/handbooks/infosec

Electronic Frontier Foundation’s Surveillance Self Defence
https://ssd.eff.org/en

Tips on good digital hygiene
https://wiobyrne.com/digital-hygiene/ 

Digital security for activists, by the Electronic Intifada
https://electronicintifada.net/content/guide-online-security-activists/17536

jeäÿr 

l shùï
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